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In the paper, we describe the development and implementation of reliable H,filters for a class of Networked Markov
Jump Systems (NMJS) with random sensor failures that are triggered by events. The plant's nonlinear dynamic is
approximated with a NMJS. Failures of sensors are described using stochastic variables. The Event-Triggered Mechanism
(ETM) is introduced to NCS, which offers some positive points over other schemes. Using the event-triggered mechanism,
data of sensors from the plant will be only transmitted if it contradicts the specified condition. By considering the effects of
an ETM and the sensor faults, the event-based filter is developed for NMIJS. The design parameters of the filter as well as
sufficient conditions for its existence are given accurately based on Linear Matrix Inequality (LMI).
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Introduction

Over the past few decades, significant results has
been achieved by researchers and engineers in
Markov Jump Systems (MJSs) because of its wide
applications in practice."’ Observer-based controller
for MJSs has been widely investigated such as finite-
time stabilization, H,, control, etc." Besides this, a
scheme of asynchronous H, fault detection filter
under discrete homogeneous Markov jump linear
systems has also gained popularity.’ The control of a
asynchronous MJS has also been the interest of
engineers in modeling.® The Hidden Markov Model
(HMM) has been introduced and the stability of
systems is proved by adopting the composite
stochastic Lyapunov function method. The issue of
finite—time blended H,, and asynchronous filter can be
investigated for singular MJS based T-S fuzzy model,
in which a scheme based on dynamic E7M is utilized
to reduce the total transmission of sampled signals in
the network.” Hence, it is necessary to investigate the
properties of a networked Markov Jump system with
nonlinear effects.

Because of the highly nonlinear characteristics of
the most systems in the real world, the method that
can effectively control them, such as nonlinear control
which transforms the nonlinear systems which have
high complexity to a series of linear systems through
fuzzy rules, have attracted wide attention of
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researchers.® " Investigations on the design of T-S
fuzzy model based with improved stability condition
of continuous T-S fuzzy system are also presented in
the literature available.'” In published literature,
researchers discussed the issue of Stabilization
Control of continuous nonlinear systems with time
delay. While investigators focused on the design of
controllers for continuous MIMO nonlinear systems.''

With the rapid development of network technology
and its wide application in real life, Networked
Control Systems (NCSs) raised great attention
which caused new control problems at the same time,
such as data packet dropouts and delays caused
by the unstable factor of network, security problems
that are vulnerable to malicious attacks due to the
openness of the network, and others. So many
researchers have done a lot of work on these
problems in the past 10 years. For example,
The authors addressed the problems of delay and data
loss by predicting the system dynamics in a limited
range. '*'"> The authors have contributed to security
control, in which a mechanism that based on an
adaptive ETM is utilized to lighten the burden of
transmission in the network and a model is
established considering the NCSs under deception
attacks.'® Besides, robust control has been widely
employed to control the NCSs.'”" Among them, the
most significant differences are the control of time-
delay NCSs using a nonlinear model and the robust
stabilization of a class of nonlinear NCSs without
accounting for delays.'®"
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In the H, control process, controller adopts H.,
norm as the control performance index, is one of the
most essential and used methods in the area of robust
control, which aims at finding a controller that
minimizing the H, norm, and is also an optimal
control method. Therefore, H,, control theory has been
applied to various systems, such as singular systems,
NCSs, stochastic systems and so on.”*** For example,
as to switched systems with unknown signal
disturbances, a controller is introduced to solve the H,
finite-time control issue in.> The authors utilized a
new method of finite--time adaptive H, control,
which ensure the finite-time boundedness while
meeting H, level. This factor is also taken into
account in this study.*

This article makes the following contributions:

1. New stochastic jump systems considering sensor
faults are proposed that employ event-triggered
schemes, which are not discussed in the published
literatures.

2. In terms of LMI, the H, filter must exist for
sufficient conditions to be satisfied. Event
generators and filtering can be designed together
using these conditions.

Method of system modeling
Let consider the following NMJS:

P() = Agyp () + AyoyP(t — (1)) + Byoryw(t)

{y(t) = Coyp(0) ... (D)
z(t) = Lyyp(¢)

where,

p(t) € R", presents the state vector of the
nonlinear plant.

y(t) € R™, denotes the output vector of the model.

z(t) € RPdescribes the estimated signal of system.

Ast), Ano(t) Bwo(t) CoyandLgpyare belongs to
parameter matrices with proper dimensions; w(t) €
L,[0,) presents the disturbance sign; A time-
varying delay 7n(t) is a series of values that represent
value changes over the domain [n,,,ny], Where 1,
and n, are non-negative scalars. Within a set
M=1,2,,N, o(t) represents a homogeneous
Markov-jump process with finite states, then follows
the probability matrix of transitions 0 = {m,,,} which
yields to:

T VE+O(VE), rt#q
P {o(f+ VD) =qlo(®) =1} = {1 -En % -E (anf) r=gq
... (2
where,
i a (D =0, 7150 oo

Ty, = Ois the transition probability at time(f + V1)
from the modertoq ifr # qandrm,, = — ¥ qem qr Mg
Utilizing o(t) = i for simplicity. In the next section,
authors present the general form of markov filter
design.

Markov Filter Design
We propose a stochastic filter that has a H,, index,
which is presented as follows:

{Pf(t) = AsoyPr () + Bro I (t)
Zp(t) = Crorypr (1)
where,
Z¢(t) € RP, describes the estimated signal of filter.
J(t) € R™, denotes the original input.
pr(t) € R™, presents the state vector of the
nonlinear filter.
Where, Afa(t) € Rnxn, Bfa(t) € Rnxm,
Cro(r) € RP™™ are to be calculated.

. (4

We assume the network communication takes place
with a time varying delayu;, wherey; € [0, ), and
the real numberfiis greater than 0. As a result, we
have the sensor measurements from the sample
y(ipgh),y(i1h), y(iyh),-- will reached at the filter
node at the instants

ioh + Ilo, llh + ‘Lll, lzh + ‘llz,"'.

For the convince of the reader, now we denote the
Afa(t) = Afia ]Bfa(t) = ]Bfl and so on. In Eq (4),
Yy (t) can be explained as:

J(®) = Cip(ixh),
t€E [lkh + Ilik’ ik+1h + l’lik+1] e (5)

where, / presents the sampling period,

ix €{1,2,3,---}. At the time of transmission i, hand
l41h, and p; andy;, - are the delays caused by the
network at the transmission instant. The following (5)
can be rewritten considering the possibility of sensor
failure:

y(t) = 3C;p(ixh) = 3,E,C;p(ixh),
t € [ixgh + Wi lkah + pyy ] ... (6)

For more detail of sensor fault, readers can refer to
Liu & Yue.”” In order to simplify the network traffic,
an event-triggered mechanism should be introduced
that determines whether data which is currently
sampled should be transmitted to the filter or not. The
periodic sampling mechanism is known to send
unnecessarily large amounts of data, which reduces
bandwidth utilization. We propose a sensor-filter
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system with an event generator. The smart sensor
sampler, which will be explained in a sequel, samples
the sensor measurements on a regular basis. The
decision-making algorithm is as follows:

[6(3y (i + M)} — EFy (M3 O[6EY (( + )M}
) — {3y (in)]

<v[e@Ey (@ + NN OE@Y(E + NI ... ()
where, U denotes the a symmetric non-negative
definite matrix, j = 1,2,--, andv € (0,1). In order to
be sent to the filter from the event generator, the
current sampled data must vary by the specified
threshold (7). Let's look at two examples for technical
convenience:

Case i:lfiyh+h+ g =>ip1h+ Ugyq, where =
maxpy, defineu(t) as follows:

u(t) =i —igh,

t € [igh + pr, lgr1h + Hgesq] - (8)
The following information is easily obtainable:

b S () < (k1 —idh + s Sh + - 9)
Case ii: igzh+h+g<iph+ gy, t the

following intervals into consideration:

[ixh + p, ich + 1+ fi],

lixh+ih+ g, igh+ih+h+ Q) ... (10)
In view ofu;, < fi, it is easy to prove the existence

of a positive integer@,,which satisfies

lkh+@MfL+/1 < ik+1h+#k+1 < lkh+6Mh+h+I:l

.3

Therefore, p(iih) and i, A + ih withi = 1,2,--, 0y

fulfill (7). Let

Go = [ixh + e, ixh + h + )

Gz, = lich + Oph + [, G pq o+ pygq)
where, i = 1,2,:-+, 0, — 1. The following can easily
be demonstrated:

... (12)

=0y
likh + pis Tea B+ Hgy1) = U Gi
i=0
... (13)
Let suppose:
i —igh, t €Gy
M(t) = [ — (lk + l)h, t e gi'i = 1,2,"',@M -1
i —ixh— Oyh, i € Goy,
... (14)

We can derive the following from the definition of

u(t):

b < pO <h+ i t €Go
e<psul)<h+pg, te€G,i=12,0y—1

... (15)

One can observe that in the 3" row in (15)

satisfies on account of ip 1A + ppiq < ixh + (uy +
Dh+ .

0<u=p@®)<h+pa=zuy,
L€ [ieh + pe, ep 1t + Hgey1) ... (16)

From the Case i, definee,(t) = 0. In the same
consequences, from the Case ii, measure the
mathematical error that will occur between the latest
transmission moment and the current sampling
moment.
de,(t)

0, t €G,
={ 3y(i,h) — 3y(ixh+ih), tE€G,i=12,0,—1
.. (17
Using the concept of (7), we can get:

Taking (6) and (17) and combining (18) and (15),
the filter input is as follows:
9(&) =3Cp(t — pu(®)) + e (6) +
(3 —DCip(t — u(®)),
t € [ixgh + i, lerrh + Hies1)

Let assumeA(t) = [;;((?) , Z(t) = z(t) — z(t), a

filtering-error
following form:

() = AA(D) + A, #A(t — (D)) + BAA(t — u(D)) +
E1ek(t)
+A,w(t) + B AA(t — u(t))
Z(t) = LA(t)

... (19)

system can be combined to the

... (20)

where,

_ A 01 - (A,
_ _ | ni
A‘[o &J’An‘[oy

B = 0 B. = 0
- [Bfijci]’ 1= [Bﬁf_'] ’

_ . — 0
Ao = [A(;M]’ B, = [Bfi(a - E_|)Ci]
L=[L; —Cpl, x=[4 0]
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Results

We will present the analysis for the non-linear
networked systems Eq. (20) with time-varying delays
using the given filter which satisfies Eq. (4). Next, we
will be discussing the filter design problem in the
system.

Corollary 1 For given positive scalarsy, p,
Nm-Nu, anduy, plant (20) is stochastically stable with
the H., performance indexy with the triggered
conditions (7) if there exist matrices P>0,Q,>

0,R, > 0(¢ =1,23), and §;;, T;;,N;; and M;;, with
proper dimensions satisfying
r'v+rit<o, i<j . (2D
where,
ij ij ij ij
P Py Py Pu(s)
]
|1 @ 00
|1 1 @3 0 |
Ly 9 1 o]
(n=1,23,4)
Dy, 1 1l T
R; D5, 1 1
—T
HTAHP Mij3 - M;Il"z ¢‘ij3 1
N 0 0 Nija — Nijz Py
CD;]1 =T T
HTB P+ Tys — T, 0 0 0
0 0 0 0
B, P 0 0 0
| AP 0 0 0
1 1 1 17
1 1 1 1
T T T 1
T T T 1
D)5 ) ) ) - (22)
Sijs—Siis  Dijs I T
0 0 -3Tvi
0 0 0 —y2l

— =T
q)l]1:PA+A P+Ql+QZ+Q3
Dij, =

R, +T;;; + Tul

Ql_R2+M112+Ml]2 (17”3

= _M113 Ml]3+Nl]3+Nl]3

114- - QZ I.]4 Nl}4' (Z)US
= pA CTATOICH —T;js — N,
+ SUS + SUS

ij5

116_ —Q3 — 116_556
L 0 0 0
g NaPA 0 \ngpPA,H 0
1= pi 0 PA# 0
NMm NMm u
JumPA 0 JuyPA,# 0
0

n,PB# 0 n PBy n PA,

0 0
N PB# 0 [n_ PBy Jr)abPle}
JunPBA 0 [ PB, mpAa,J

o = diag{—1,—PR;*P,—PR;'P,—PR3P},

(‘D;JS = dia'g{ml' s‘RZJ ERS}
R, =diag{—PR'P,---,—PR_'P},
@, = diag{~R,,—R3),

AV Mab =~/MM — Im

[0000D1

k=123

0 0

o

Lt

¢3”1(1)=|000002000
lo o 0 0 D; 0 0

0
. [ Jn216.PDy#
D1: E
: N210mP D
. N0y PD1 A
D2: : 5
_nm6mPﬁm%
- [ /um6,PDyx
D3: :
Upg Oy PD A
- 0
D, = [ ]1:1,2,---,
By E(C; m
/ / T
@) (1) = @, (2) = [ ”,
\/IJM l] \/.uM
na \/ b U
@ (3) = @) (4) =
M L] \/:uM
=[0 M], MlT]3 0000 0],
=[0 0 N{; N[, 0 0 0 0],

=15, 0 0 0 Tl 0 0 0]
=0 0o 0 0 ST ST 0 0
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Proof: The following candidate for the Lyapunov

functional is the right choice:
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0,(t) = AT(D)PA(D)
t
0,(t) = ft AT ($)Q:A($)deb
~Mm
s @
t;UM
+[ @eaws
t—um
t=Mm
03(t) = f f i ($)RyA(w)dvdg
+r)mft nmf AT (W)R,A(v)dvde

_f; qu AT (W)R3A(v)dvd

Notice
M Sy AT ()R A(P)d <
A(t) T _Rz RZ ﬂ_(t)
ﬂ.(t - nm) [ RZ —RZ] I:/l(t _ nm) .. (23)

With the Free--weighting matrices can be used to
obtain the following results:

20T (M ;[A(t = ) — At = (D)) —
t=NMm 4 _
Ji—yiny A (@)dd] =0 .. (24)
20T (N[t — n(t)) — At —nm) —
t=n(t)
ooy A (@)de] = .. (25)
20T (OT;[A() = A(t = u(®)) = f A(p)dg] =0
t—pu(t)
.. (26)
t—u(t)
28T (083 [A( = () = At = p)) = ft_ A(p)dg] =0
' .27

These are matrices with proper dimensions called
M;;,N;;, T;; and S;;

ij> Vij»
t=Nm
—20T(O)M;; AM@)dg
t-n,m)
() = 1) (OMRT M (1) +
< t=nm .
[ Tr@riga
t-n(t)
.. (28
t=n(t) (25)
~TONy [ Ay

t=nm

—20"(ONy; [ Mg)dg +

.. (29
[ AT(¢)R1/1(¢>)d¢> )
_Z{T(t)Tij t— H(t)ﬂ'((p)d(p <
u®)T (TR T(E) +
S AT (#) RsA($)dp - (30)

t—u(t)

A(¢)do
(1w — ()T (@S R3STI(®) +
< t-A() .
f T ($)RA(P)d
t—pp)
.G

Now, we can define the augmented vector that
yields

SO} < ey’ () 272} ... (32)

It has been proven.

—207(0)S;; ft

]

Corollary 1 provides the foundation for designing a
filter, such as (20). The following Remark provides an
explicit expression for the filter parameters.

Remark 1: Due to the limitations of the pages, the
authors omitted some steps to get the general form
Stochastic filter.

As = APy ...(33)
]Efi = PZL]BfLPElT ces (34)
Conclusions

A reliable H, filter design based on the
Markov Jump System 1is also being examined
for an event-based network control system.
The event-triggered mechanism implemented over the
system, in particular, reduces the network's
communication load and increases its efficiency by
streamlining communication.  Additionally, the
fundamental stability criterion is derived, and the
design of filter technique is discussed, by using the
networked Markov Jump model and the probabilistic
sensor faults. Lastly, the optimal filter elements are
specified.
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