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Abstract

In recent years, software applications are widely used in the healthcare domain for diagnosing, scanning, generating
reports and in treating various diseases. As healthcare systems are safety-critical systems, it should be highly reliable.
It is one of the major concerns in healthcare systems as defects in healthcare applications might lead to serious injury
or death. So the reliability of software plays a very important role in the healthcare domain. Reliability is one of the
most significant attributes for computing software quality. It tells us about the failures occurred during the execution of
the software. Unlike hardware reliability, it is very difficult to measure software reliability due to the complexity of the
software. Standard way of reliability measurement such as the Mean Time To Failure (MTTF) and Mean Time between
Failures (MTBF) can’t be an effective way of measurement in an integrated environment. As the reliability test points are
more text based, some quantitative text analysis has to be done to measure reliability. In this paper, a model is proposed to
arrive at accurate reliability of the healthcare application. Failure data is collected from various data points to analyze the
reliability of healthcare application. A tool is used to parse the failure data from the applications which are in the form of
log files. Further, this data is represented in a graphical format which helps us arrive at the current reliability status of the

application and also help business to decide on how much to invest on quality roadmap.
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1. Introduction

In recent years, healthcare systems are entirely reli-
ant on software applications for diagnosing, preventing
and treating various diseases. There are various kinds
of healthcare applications which is used for CT scan
(Computed tomography), NM(Nuclear-medicine) for
diagnosing and treating diseases like tumors, cancers,
heart diseases and other irregularities within the human
body. As these are safety-critical system, any malfunc-
tion or failure in devices might result in a harmful event
causing in greater illness or even death. Patients expect
hospitals to be highly reliable organizations, where zero
error is the norm. To be a highly reliable institute, all the
healthcare apparatus, procedures and processes, will have
to be built with high quality. It is essential to ensure the
reliability of each and every equipment when it is put
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under test as a standalone subsystem and in integration
with the hospital eco system and other devices.

The IEEE definition of software reliability is stated
as “The ability of a system or component to perform its
required functions under specified conditions for a speci-
fied period of time”'.

Reliability is the key factor in software quality. The
reliability of a system is a measure of its ability to deliver a
failure-free operation. It is the function of the number of
failures experienced by a particular user of that software.
Hardware components can wear-out due to time but
software doesn’t Metrics which can be used to measure
hardware reliability cannot be used to measure software
reliability due to complexity of the software.

Standard way of reliability measurement such as the
MTTF and MTBF can’t be an effective way of measure-
ment in an integrated environment. As the system needs
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to be put under test in integration with several other sys-
tems, the reliability test points are much more text based.
As the data points are mostly text based, statistical analy-
sis techniques cannot be applied on this data out of the
box. Hence this approach requires text analysis such as
Quantitative text analysis, Relationship, facts, and event
Extraction, etc. In this paper, a model is proposed to mea-
sure the reliability of healthcare applications by collecting
failure data from various data points and a tool is used
to parse the failure data and extract the required data for
reliability analysis. Further, this data is represented in
graphical format which helps us to know the current reli-
ability of the healthcare application.

A healthcare system is a collection of processes,
sub-processes where each process contain a number of
pathways that collectively ensure the delivery of safe care
services and the satisfaction of stakeholders?. Reliability is
often presented in terms of defect rate. In healthcare, an
opportunity for a defect usually translates to a population
of patients at threat for the medical error or adverse event®.
A high reliability organization is one which attains a high
degree of reliability and safety regardless of operating in
menacing environments®*. Reliability analysis methods are
used for hardware and software medical devices. More
than 30 years ago, in declared principal items of reliability
engineering in the healthcare system as reliability analy-
sis of medical equipment and devices’. The Reliability
engineering methods are used for equipment estimation
analysis which includes the fault-tolerant systems design;
software reliability analysis; availability, safety, analysis of
medical equipment and devices®.

In® a model is projected to increase the healthcare reli-
ability. This model includes identifying evidence-based
interventions and developing measures to evaluate the
reliability. Moreover the operation properties of healthcare
applications have to address the reliability requirements,
which have to guarantee the seamless operation of the
supported healthcare services respecting the necessary
standards of care’.

In® Failure Mode and Effective Analysis (FMEA)
model is described. This is a systematic and proactive
method for evaluating the relative impact of different
failures®. A board-level commitment to a goal of zero pre-
ventable harm leads to changes in leadership behaviors,
greater transparency and investment strategies for the
organization’.

Although a number of researchers have considered
the reliability prediction of medical systems at the design
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and development stage over the last two decades, less
literature deals with the reliability prediction and trend
analysis of medical devices while they are in use in hos-
pitals'. Ensuring reliability of medical devices when put
under test in integration with the hospital eco-system is
important.

The remaining paper is structured as follows: In sec-
tion 2, reliability analysis in software systems is discussed.
In Section 3, we discuss about the proposed system to
measure reliability of healthcare applications. In Section
4, implementation results are discussed. Finally, Section 5
contains summary and conclusion.

2. Reliability Analysis in Software
Systems

Reliability quantities can be defined with respect to time
units. The two kinds of time concerned with this are the
execution time and the operating time'. The execution
time is the time that is actually spent by a processor in
executing the instructions of that program. The operating
time is the period during which a system is working in a
manner acceptable to its operator or user. Generally there
are four ways of characterizing failure occurrences in
time. They are time to failure, Cumulative failures expe-
rienced up to a given time, time interval between failure
and failures experienced in a time interval.

Reliability is inversely proportional to failure rate i.e.
as number of failure increases reliability of the software
decreases. Hence failure rate should be very less for the
application to be highly reliable.

Some of the terms used while measuring reliability are
MTTE MTBF and Failure Rate. The term Mean Time TO
Failure (MTTF) is used in the hardware reliability and to
a decreasing extent in software reliability. MTTF is the
mean time to the first failure under specified experimen-
tal conditions. The hardware reliability field uses Mean
Time Between Failure (MTBF). This is defined as the
mean operating time (up time) between failures of a spec-
ified item of equipment or a system. Failure rate is defined
as the frequency with which an engineered or component
system fails. Failure rate can be calculated using the for-
mula.

Failure rate = (Number of Failures)/Total operating
Time

MTBEF can be calculated using the following formula.

MTBF = (Total operating time)/Number of failures
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From this we can know that MTBF is inversely pro-
portional to failure rate. This also tells us that reliability is
inversely proportional to fajlure rate.

Software reliability is a very specific and measurable
property in the larger concept of software quality. It is
probably the most inclusive and important property since
it deals with freedom from departure from user specified
behaviour during execution. When considered in health-
care, reliability is given high priority because any failure
while using the application might lead to severe injuries
in patients. Human dependency is maximum in critical
applications such as healthcare applications and hence
these applications are expected to reach their maximum
level of acceptance. While using software in healthcare
domain we should make sure that the applications are
highly reliable which helps in better treatment of patients.

3. Proposed Model for Reliability
Assessment

Reliability is one of the most important attributes for
measuring software quality. The main issue in measur-
ing reliability is collection of failure data. Various existing
methods for analyzing reliability in healthcare applica-
tions consider only few data points to collect the failure
data. If complete failure data is not collected from various
data points, it is difficult to arrive at accurate application
reliability. The existing methods consider only application
logs for measuring reliability. As the system needs to be
put under test in integration with several other systems,
the reliability test points are much more text based. As
the data points are mostly text based, statistical analysis
techniques cannot be applied on this data. Hence this
approach requires text analysis such as Quantitative text
analysis, Relationship, facts, and event Extraction, etc.

The proposed architecture of the system for reliabil-
ity analysis in healthcare application is as shown in the
Figure 1. It consists of various components like clients,
server, text analyzer engine, database.

Healthcare applications are installed in client and
server machines which are used in various hospitals.
These applications are developed such that each and
every operation made in the application is recorded as a
log in the required format. These logs are the main input
for reliability analysis. The logs from various hospitals are
collected and stored in a database.

The proposed model for reliability analysis is as shown
in Figure 2. The detailed function of each of the activities
involved in reliability analysis is discussed.
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Figure 1. Typical system architecture for proposed system.
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Figure 2. Proposed model for reliability analysis.

3.1 Identifying various Failure Modes

Various failure modes in the application are identified
and classified. Failure modes are the modes in which the
application or the system might fail. The classification of
failure modes is as shown in Figure 3.

Failure Modes Description

FM-1 App Service Crashed

FM-2 App Login failed due to senver

\FM-3 Clinical App. Crash (= 3 mins)

FM-4 Clinical App. Crash(< 3 mins)

FM-5 Failure to save Image to Local Folder
FM-6 Interoperability failure

FM-7 Reporting error

FM-8 Printing error

Figure 3. Classification of failure modes.

3.2 Parsing Log Files using Text Analyzer
Engine

Text analyzer engine is a component which takes log files
that are generated from the application as input. Various
text patterns are matched with the log entries to classify
the failures. These log files which are collected from vari-
ous data points are parsed to generate the required data
for reliability analysis in a particular format.
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3.3 Generation of Report by Text Analyzer
Engine

Once parsing of all these log files i.e. client logs, server
logs and event logs are complete, a report is generated. The
report consists of details about the services provided by
the server, clinical application usage, infrastructure appli-
cation usage and also system application usage. Server
provides services to the clients. Clinical application gives
us information about failures in the system applications
like saving the image to a local folder, error while gen-
erating report or while printing the report, etc. This also
gives us information about whether the application was
crashed due to some error in the application itself or the
system error or database error that resulted in application
crash. So we consider not only application logs but also
event logs of the system which helps us arrive at accurate
reliability value.

3.4 Data Input to Web Application

The report generating by parsing the log files is stored in
the database which is accessed by the web application,
developed to analyze the reliability of healthcare applica-
tion. The UT retrieves the data required for analysis from
the database. The UI contains tabular analysis and graphi-
cal analysis. In tabular analysis certain statistical methods
are used to calculate the reliability of the application and
the results are normalized. Actual reliability of each fail-
ure mode is calculated and it is matched with the target
value to check if reaches the target. This gives us infor-
mation about the reliability of various failure modes, thus
helping us in finding the cause for application crash or
failure.

3.5 Representing the Data in Graphical
Format

Resulting data is represented in graphical format to
know the reliability of different failure modes. Graphs of
various reliability indicators are generated. Graphs like
percentage of various application usage and its crashes,
percentage of application usage in different hospitals and
crashes related to various failure modes are plotted. These
graphs indicate the reliability of the product.

4. Results and Analysis

As there will be many Failure Modes (FMs), FMs in health-
care application are identified and classified according to
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the application for which reliability has to be analyzed.
Sample failure modes classification is shown in Figure 3.

The log files are parsed and report is generated which
gives a count of various modalities and services launch
and failure.

The web application retrieves the data from the data-
base and the reliability is calculated for various modalities
in the healthcare applications. Reliability is calculated
using the formula given below and is normalized for 500
operations.

Reliability = (Total crashes / Total usage of the sys-
tem)*500

The data retrieved from database is represented in the
graphical format so that comparing reliability of different
versions of healthcare applications will be easy. Various
graphs are plotted. Graphs like total number of failures
including all modalities in different hospitals Figure 4,
total number of application launches in different hospitals
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Figure 4. Total events per site.
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Figure 5. Total cases per site.
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Figure 6. Reliability of various failure modes.
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Figure 5, graph which indicates the reliability of different
failure modes are generated Figure 6.

The graphs indicate the reliability of different versions
of healthcare applications which tell us about the reliabil-
ity trend. This also gives input to the developers about
which modality is causing too many failures so that the
defects can be fixed and a better version can be released.

5. Conclusion

Reliability is very important in healthcare domain as
healthcare systems are used in diagnosing, preventing
and treating patients. So measuring reliability plays a
very important role in healthcare systems. Reliable sys-
tem reduces injury and death of patients. It also reduces
the delay in treating patients by correctly diagnosing and
generating the reports at a faster rate. The proposed sys-
tem analyses the reliability considering various failure
modes. It parses the failure data collected from various
data points. Reliability of these failure modes is calcu-
lated. This data is represented in graphical format which
indicates the reliability of the product. This also helps
product managers to make business decision on product
readiness for market release.
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