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1.  Introduction

Cloud computing is is typically defined as a type of 
computing that relies on sharing computing resources 
rather than having local servers or personal devices to 
handle applications. In cloud computing, the word cloud 
(also phrased as “the cloud”) is used as a metaphor for “the 
Internet,” so the phrase cloud computing means “a type 
of Internet-based computing,” where different services — 
such as servers, storage and applications — are delivered 
to an organization’s computers and devices through 
the Internet. Cloud computing is comparable to grid 
computing, a type of computing where unused processing 
cycles of all computers in a network are harnesses to solve 
problems too intensive for any stand-alone machine. To 
enhance the visualisation and performances of application 
over internet by using cloud services and to promote the 
application in cloud by improvising their strategies using 
log management system. In a web server, the user can find 
many net traffics and insecurity over the application. To 

overcome this, the newly developing cloud environment 
is used. Software as a Service (SaaS) and Platform as a 
Service (PaaS) is used to provide software and platform 
by itself1. For setting up the cloud services, the Google 
appengine is used through eclipse IDE. The application 
is deployed in the cloud for managing the log details and 
database storage by using the Google appengine.

2.  Related Works 

Shinichi Nakahara, Hidetaka Ishimoto14, this paper 
clearly explains about the log data for multiple services 
supported by non-local servers, and trace cloud-based 
services focusing on prevailing web based cloud services. 
Here they have primarily concerned with the Software as 
a Service (SaaS) cloud offerings provided as application 
services. Log data is critically important for analyzing 
and replicating events that occur in cloud-based systems. 
After all, it is log data that enables troubleshooting, fault 
diagnosis, operating audits, performance monitoring, 
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resource robustness monitoring, detection and protection 
against intrusions and host of other uses. Finally they had 
concluded that Platform as a Service (PaaS) is clearly an 
important functional element for supporting multiple 
services on the cloud.

H. Gilbert Miller and John Veiga3, this paper clearly 
explains about the basics and challenges of the cloud 
computing environment. Here they have described the top 
layer applications delivered on demand in the Software 
as a Service (SaaS), middleware providing applications 
services as a Platform as a Service (PaaS) and the flexible 
Infrastructure as a Service for distributed data centre 
services connected via Internet style networks. Cloud 
computing faces many of the same challenges as other 
information and network technologies like performance, 
security, resiliency, interoperability, data migration and 
transition from legacy systems. Yahoo mail, Google apps, 
salesforce.com, WebEx, and Microsoft Office Live are all 
cloud service “products”.

R. Palson Kennedy, T.V. Gopal5, this paper clearly 
explains about the basic value proposition of cloud 
computing is that by leasing applications online, 
companies have the potential to significantly reduce their 
operating costs. Here they had clearly explained about 
the four deployment models and three delivery models. 
They had used the IaaS as the bottom layer of the protocol 
stack, middle layer as the PaaS and the top layer of the 
protocol stack is SaaS. Cloud computing has a significant 
advantage over traditional enterprise software yet is 
fraught with risks. The intent of this analysis has been to 
present the fundamentals of cloud computing, how they 
are changing quickly into public, private, hybrid clouds 
and the implications on organizations over time.

Sherif Sakr, Anna Liu, Daniel M.Batista1, this paper 
gives a comprehensive survey of numerous approaches 
and mechanisms of deploying data applications in the 
cloud. They had explained the essential characteristics 
of the cloud computing as On Demand Self-Service, 
Rapid Elasticity, Resource Pooling, Broad Network 
Access, and Measured Service. The main aspects of cloud 
computing are Virtualization, Grid Computing, Utility 
Computing, Autonomic computing. The main goals of 
the cloud data management systems are Availability, 
Elasticity, Multitenancy, Scalability, Performance, Load 
and Tenant Balancing, Fault tolerance, Ability to run in 
a heterogeneous environment, Flexible Query Interface 
and the challenges are Availability of a Service, Data 
Confidentiality, Data Lock-In, Data Transfer Bottlenecks, 

Application Parallelization, Shared Nothing Architecture, 
Performance Unpredictability, Application Debugging in 
Large-Scale Distributed Systems. The main advantages of 
cloud computing are reduced time-to-market, reduced 
cost, reduced operational cost and unlimited throughput.

Debora A. Frincke, Richard Ford8, this paper clearly 
explains about the delivery models and the deployment 
models of the cloud. For many Records and Information 
Management (RIM) professionals, cloud computing 
resembles a traditional hosting service: Information 
storage or applications are outsourced to a third-party 
provider and accessed by the organization through a 
network. Cloud computing is the ability to access a 
pool of computing resources owned and maintained 
by a third party via the internet. It is a new way of 
delivering technology through the computing resources 
based on long existing technologies such as server 
virtualization. Cloud computing usually involves the 
transfer, storage, and processing of information on the 
provider’s infrastructure, which is outside the consumer’s 
control. Here they had explained in detail about the three 
delivery models and four deployment models of the cloud 
computing. The main disadvantages of cloud computing 
in RIM is compliance and e-discovery, integrity and 
confidentiality, service availability and reliability, service 
portability and interoperability, information retrieval 
and destruction, and loss of governance, integration, and 
management.

3.   Log Management 
Requirements

The challenges around cloud-based log management 
include some of the challenges generally facing log 
management. Log management itself is an indistinct term, 
it’s defined as a service to collect, stabilize, store and search 
log data. Defining functional capabilities represent a lot of 
complexity and value to the organization if implemented 
accurately2. However, if implemented apprehensively, 
log management can introduce large risk and liabilities 
by centralizing huge amounts of thin-skinned trade 
clandestine, user credentials, customer accounts and/or 
synchronized personal data.

4.  Cloud-based Log Management

Now that we have a simple description of log management 
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and understand the factors that complicate it, let’s 
consider how these change when moving to a cloud 
computing provider3. Our first functional capability was 
the collection of data from disparate log sources. That 
task must still happen and is essentially unchanged when 
moving to the cloud, except for an increased importance 
of encryption during transport. Just as with a COTS 
vendor, you must still know your major log sources and 
verify that the vendor’s products support them4.

The second factor, normalization, is also unchanged: 
The cloud service must properly normalize the data if you 
want to be able to gain the most value out of your logs5. It 
is critical, with both COTS and cloud-based offerings, 
to verify that the data within the supported products is 
actually normalized properly.

Figure 1.    System architecture.

 The third functional factor, storage, is an area where 
the cloud solutions differ from the in-house COTS 
solutions10. When designing the in-house solution, you 
must ensure you have adequate hardware in terms of 
processing power, storage capacity and storage speed11. 
The compression level of the log management software 
is important for estimating the disk capacity you’ll need 
to support your data retention requirements12. With 
cloud-based solutions, those concerns are essentially 
removed; your service charge is probably based on the 
data volume and/or the number of devices sending data, 

but you don’t need to plan, implement and support that 
hardware. Not only does the cloud-based solution remove 
that responsibility from you, but it also removes the up-
front capital expenditures, replacing them with ongoing 
operational expenses that typically work better from a 
budgeting perspective13.

The security of sensitive data at rest, even when 
on servers in a secure facility you operate, is always a 
consideration6. A server can be hacked into and the data 
extracted, a server admin (with legitimate authorized 
access) can copy or tamper with the data, or any other 
number of issues (accidental or intentional) can cause 
that data to be exposed7. Encryption of that data at the 
application and disk level, preferably such that server 
administrators do not have the ability to decrypt, can 
substantially reduce that exposure risk. When the data 
moves to the cloud, those controls are beyond your 
ability to enact and verify. You need to determine how, 
if at all, the cloud computing provider secures the data 
and prevents it from being tampered with or accidentally 
intermingled with that of another cloud customer8. When 
asked about data security, vendors often will focus on 
encryption of the data in-transit and the security of the 
data center(s) where the servers are housed. Neither of 
these controls will make it more difficult for an attacker 
who has compromised one or more servers to obtain your 
data. 

Another complicating factor for cloud-based log 
management is the production of large amounts of 
historical data9. If, for example, you must produce three 
months’ worth of log data from 10 servers, will you be 
able to do so? How will the vendor produce and provide it 
to you? Imagine a scenario where your company needs to 
provide log data for litigation purposes -- will you be able 
to? This is less important if the log management service is 
not intended to be the record of retention, as you’d be able 
to collect the data from the various individual sources.

5.  Cloud Service Framework

By using Platform as a Service (PaaS), we are developing, 
deploying, maintaining, and updating our application5. 
Platform as a Service (PaaS) solutions are development 
platforms for which the development tool itself is hosted 
in the cloud and allows accessing the applications 
through a browser14. The Google AppEngine acts as a 
platform for creating and hosting the applications into 
the cloud15. By using the Software as a Service (SaaS), the 



Vol 8 (32) | November 2015 | www.indjst.org Indian Journal of Science and Technology4

Cloud Services for Efficient Log Management

hosted applications are made available to the customers 
over a network, typically the internet16. Log management 
is the collection, storage, and reporting of log data from 
applications.

6.  Results and Discussions

The performance of the proposed system is evaluated 
based on the following four criteria’s: 
•	 Developing the application.
•	 Creating the cloud environment.
•	 Deploying the application in cloud
•	 Managing the log and database storage.

In the existing system, we can find much net 
traffic, insecurity over the application and also lack of 
performance measures for the application17. Here the 
time consumption is more for searching the log and, risk 
of data loss if a server crashes and the fact that data are 
distributed across multiple servers, storage and processing 
are outsourced to third party providers and this could 
result in delays in responding to user requests or other 
problems that raise concern18.

In the proposed system, by using Software as a Service 
(SaaS) and Platform as a Service (PaaS) in the cloud, 
we are enhancing the visualization and performances 
of application over internet, based on online shopping 
and then deploying the overall application in the cloud 
to manage the log details and database storage19. In 
this application, the user can be authenticated by their 
username and password during sign in. The logs can be 
managed based on the user activity and can be viewed 
only by the administrator. The admin activity also can be 
viewed separately in the admin logs.

Figure 2.    Performance measures.

7.  Conclusion and Future Work

Thus we have used the Platform as a Service (PaaS) for 
developing the application and hosting in the cloud 
environment. And the deployed application is accessed 
by the users as a Software as a Service (SaaS). The log 
details stored in the AppEngine helps the admin to view 
the amount of resource allocation and the user activities 
such as “when the customer has logged into his account or 
when he has accessed the application, who has accessed, 
what the customer has did, and how they have used the 
application”. Also we are managing the database which 
updates, stores and helps in retrieving the user details. 
Additional security can be given to the application 
using some encryption algorithms such as Public key 
Cryptosystems, SHA algorithm, X.509. The application 
can be enhanced with the additional features like discount 
prices and more products.
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