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Abstract

Objective: The enhancement of wireless technology and sensory device has brought to the introduction towards IoT
(Internet of Things). Here security is taken as one of the major issues, as they operate in unlicensed bandwidth. Since
most of the device is resource constrained the lightweight security is driven to these devices. Implementation of security
is also tedious and selective as the conventional security algorithm degrades the network performance due to the high
computational complexity and inherent delays that are incurred for execution of these algorithms. Method: In this work,
a novel approach is made with new hybrid lightweight security algorithm named PRESENT-GRP which is derived in Intel
Galileo Gen 2 board. This methodology helps to secure data during transmission and control process. Findings: This hybrid
algorithm is an enhancement of the GRP permutation algorithm because itlags an S-box. This proposed algorithm is for low
power devices which consumes relatively less memory. Thus, in Internet of Things (IoT) applications this algorithm may
help to provide end to end privacy to share data securely. Improvement: In future works, this algorithm can be improved
with still more security level by having a trade off between performance and memory usage. It can also be enhanced
by implementing it in real time military related and health related applications for end to end security for smaller size

datum.

Keywords: Hybrid Algorithm, [oT, Lightweight, Security, Wireless Network

1. Introduction

The advances in wireless technologies along with sensory
devices have brought Wireless Sensor Network (WSN) as
unitary of the universal networking support.

The end device and the coordinators are the funda-
mental components used in these networks, which can
be either homogeneous or heterogeneous type deployed
randomly or at necessary predetermined locations.
Nevertheless, based on the application requirements the
sensor nodes can be built to be nomadic and can be pro-
grammed to transmit via wireless medium. Aside from
these merits, the nodes have alot of demerits like a physical
size limitation and because of which there is a restriction
on on-board resources like processing capability, power,

storage and bandwidth.

*Author for correspondence

Principally, Aerospace, Military and Boarder security
force surveillance were using WSN for their spotting and
other monitoring activities, later due to the requirement
for commercial market applications like medical moni-
toring, environs surveillance, industrial supervising and
governing, traffic calming and supervising made this
system offered to serve commercial products as well. The
end device in these environs are brought up for occasional
monitoring.

To exemplify, take up a scenario where sensory devices
are utile for serving up for military related application, in
that environs the data used must be essentially be authen-
tic and secured. Therefore, leakage of datum leads to
cracking of privacy concern in the environs. In addition,
this may also lead to unauthorized datum injection as well
as eavesdropping on the network. In such kind of situ-
ations, the securing functionality of the sensor network
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had become a major concern. In resource constrained
devices, complete implementation of a cryptographic
algorithm is not possible due to its limitation on factors
like power, memory and speed.

Because of its nature WSN possess assorted security
issues and attacks, so it is always proposed to use, light-
weight security schemes for discarding the technical
overheads imposed and in turn this should not affect any
of the overall preferred network performance. Secured
datum resource, securing a channel route, intrusion
detection and avoidance of attacks, key management,
cryptography and firewall are some of the other methods
which are taken in consideration of WSN.

For the improvement of security and privacy aspects
of wireless device, computation with cryptographic
techniques like encrypting the data, authenticating the
messages received and to be transmitted must be per-
formed'. Securing of the network lies in the selection of
appropriate security mechanisms. As per standards the
design of lightweight cryptography must be of range
1000-2000 gate equivalents®. Apart from this info the
selection of cipher is also defined based on the follow-
ing factors like key stream generation, efficiency of the
network, selection of keys, modes of operation, oper-
ands size in computation and number of iterations
processed.

Hence, determination of a Lightweight hybrid crypto-
graphic algorithm for securing wireless powered nodes is
concentrated on this paper.

1.1 Cryptography

The word cryptography is meant as “secret writing’, the
main purpose of it is to define security for data. On con-
sidering Wireless Sensor Network (WSN)?, cryptography
plays a vital role in enhancing the security channel sensor
data communication.

From Kirchhoft’s principle, the wide advertising of the
works of a cryptographic algorithm should be possible in
order to know about the weaknesses and the security that
has to rest entirely with the secret key.

There are two types of cryptographic methods used.
They are:

o Symmetric Key Cryptography.

This methodology uses like key for encoding and
decoding.
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This methodology uses, unlike key for encoding and
decoding.

In a Wireless Sensor Network, we mostly prefer on
symmetric key cryptography because the nodes used are
resource constrained type so on consideration towards the
factors like power, processing time, performance and cost.
This method is opted as the relevant one due to its fast pro-
cessing in both software as well as the hardware platform.

The Symmetric Key Cryptography is further subdi-
vided as in Table 1.

Most of the modern ciphers are block cipher and it
varies of block size from 64 to 128-bits. And also block
cipher is more efficient in hardware than stream cipher.

1.2 Lightweight Cryptography

With the development of new technologies, reduced hard-
ware components and fabrication costs**, new applications
have emerged which demand to establish communica-
tion between severely resource limited devices in order
to achieve specific design goals. While designing all these
systems, imparting security for devices and privacy of the
intended users have to be given high priority®. Traditional
security algorithms may not be suitable for these appli-
cations as they are designed for providing high levels of
security without giving much emphasis for optimized uti-
lization of resources.

In order to make these existing algorithms work
with these resources constrained devices special design
practices have to be considered which should take into
account the memory footprint, execution time, level of
security guaranteed and resource utilization. Algorithms
that are designed and implemented based on the above
factors form a specific group of cryptographic algorithm
known as a Lightweight cryptography algorithm’.

1.3 Different types of Lightweight
Cryptography

Security enhancement for data protection is considered

to be the major concern for embedded devices and its

Table 1. Basic types of cipher
Types Description
Block Cipher In this it encrypts a plain value into a block

of bits

In this it encrypts plain value completely to
cipher symbol values.

Stream Cipher
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applications®. Ensuring the data integrity, authentication
varying from small systems for critical applications, cryp-
tography is taken as the reliable measure. Lightweight
cryptography is highly secure with minimal resource
requirements. One such effective, lightweight block
cipher namely PRESENT is used in resource constrained
environments. The variations in the PRESENT algorithm
in terms of making it more complicated for the attacker to
break through are dealt exclusively in the paper. PRESENT
is an extremely-lightweight block cipher especially for
sensor based applications under resource constrained
environments’. It is a Substitution- Permutation Network
(SPN) with size of keys varying in 80 and 128 bits'".
Though it is lightweight on consideration on GE count
its permutation layer requires more memory area. So,
a complex bit permutation algorithm is chosen and the
algorithm is modified totally. On accounting, all these as
the key concept, the PRESENT algorithm suited for pro-
viding the security countermeasures for sensor data''.
The data from sensors is made secure with the PRESENT
algorithm where it is encrypted and the key-dependent
S-box makes it highly secure'*
made secure owing to the fact it may be used for sensitive
or confidential application and have to expedite its use for
critical applications.

. Finally, the information is

2. Description about GRP
Algorithm

GRP algorithm is a complex bit permutation instruction.
This factor makes it suitable for cryptographic environ-
ment. In this algorithm the permutation takes place
in log 2 (n) steps, while other permutation uses O (n)
steps.

GRP is analyzed in combination with RC5 block
cipher and the result determines that the security level of
RC5 algorithm is enhanced with lesser number of cycles®.
GRP is scaled effectively for 2 (n) bits system by using var-
ious instruction IA-64, Reduced Instruction Set (RISC)
and Shift Right Pair instruction (SHRP) processors'.

The Lookup table is one of the change for bit instruc-
tion, but it lags speed in processing. Table Lookup is also
having drawbacks in the fields of memory requirement
and processing performance.

This bit instruction can create various keys at each
round from the defined sequence of integers. The
generation of the key is derived with an example in
Figure 1°.
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GRP 64-bit transposition is developed and a novelty
is obtained in 32-bit Intel Quark device. Here the input
is given from the sensor and the Group transposition is
performed the GRP bit encoding is shown in Figure 2.

Figure 2 also derives the usage of various logic gates
for transposition'®. In Figure 3, the key register derives
the key, according to Group transposition, where the
sequence of integers is used as a major factor on encoding
in each round respectively.

In order to transpose 64-bits, it hardly requires six
stages or rounds.
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Figure 2. Enhancing security for wireless node
with lightweight cryptography algorithm.
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2°= 64-bits

Group transposition requires only two operands and
it can do permutation for higher order bits also, it never
required bit repetition methodology. Hence this algo-
rithm is also termed for its speed processing.

It is also feasible for permutation as multi-bit sub word
and various audio video processing. This algorithm is also
utile on accelerating the speed ten times more on sorting
out mini-value sets. In Table 2 different permutation algo-
rithm are compared with GRP.

x 6 [1 ]2 [3 [4 [5[6 [7 [8 [9
S0 T |[A |6 |5 |B |[E [D
5-1(x) D [3 |B [0 [A |6 |5 |C |1 [E

A |B |[C |D
4 2 7 0 9
7 F 9 8

|
a|
|

| 3

Table 1:5-box representation in hexadecimal notation

Figure 3. S-box representation in hexadecimal notation.

Table 2. Comparison of Bit-Permutation Algorithms

Permutation Merit Demerit

Number of
stages varies

Uses lesser memor .
Y| with number of

and less GE Count bits
GRP Better .
cryptographic L atenq.f ,
. increasing
properties with bits size
increases

Operate in single
cycle and uses Fixed
number of stages
for permuting
Less Latency

OMEFLIP

(Omega-Flip) Easily reversible

DDR Easy to implement .
Latency is more
(Data- only for small and require
Dependent fraction of bitwise d
. . more cycles
rotation) operation
In this the control Latency is more
bit is easy to Initialization
generate support process takes
PPERM3R repetition and result time
in the middle of 2n permutation
permutation can be | is harder from n
obtained permutation
It consumes
This method is
more memory,
faster latency is more
Table Lookup And easy to yin
. . and require
implement in
more number of
Hardware

instructions
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3. Design Flow and Block Diagram

The design flow consists of various modules that are
expressed in Figure 2, which helps to distinguish the whole
methodology of the proposed work.

4. Hybrid Algorithm

The Group permutation algorithm always uses up one
pace in advance of other bit transposition instruction
mainly for its exercise in speed cryptographic imple-
mentation and lesser memory usage in hardware devices.
The only fault found on diverse research is that it lags a
Substitution box, which is one the major essence in defin-
ing a secured crypt.

Thus, for selecting the S - box we may use a PRESENT
lightweight algorithm through analysis taken from vari-
ous papers. Though, the PRESENT algorithm S box is
of non-linear type, it could only provide adequate level
of protection. As the methodology used in it is same as
PRESENT algorithm, it also supports only 80 and 128-bit
key length, with a block size up to 128-bits.

Modified S-Box Layer:

The algorithm makes use of 4*4-bit S-box 'Stypically rep-
resented by the function > F2> F2 The following S-box is
modified to enhance the security and performance for the
intended application. The modifications made are stated
below:

o The usage of key dependent confusion property is
done in two steps overcoming fixed one.

o Some of the major concern of this modification is
that it is highly secure in terms of its efficiency proven
against linear and differential cryptanalysis.

+ 'The first step in this modified algorithm is choosing
the best S-box which has the equivalent characteristics
of the PRESENT.

o The linear and differential cryptanalysis is the best
tools for checking the security standards of the algo-
rithm where the linear analysis is done with the Walsh
Transform which describes the closeness of the Boolean
function f to whether it is affine or linear function.

o 'The differential cryptanalysis explores the strength of
the algorithm by checking its non-random behavior
by giving certain differences in the input and output
to check it is highly probable that is a highly secure
block cipher.
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o Theabove criteria were examined and the good S-boxes
were found to be Serpent S-boxes. The hexadecimal
notation of the S-box is given below Figure 3.

Therefore, the hybrid algorithm is defined as per the
block diagram designed below Figure 4.

5. Hardware Implementation
Description

Quark, described by Intel at IDF 2013, as a device with
reduced usage of power, smaller form factor and also
inexpensive; it’s also ideal for “wearable” and the Internet
of Things.

The overall hardware prototype of the proposed
hybrid cryptographic algorithm is Modified PRESENT-
GRP which was implemented into IoT environ with Intel
Galileo acting as node as well as gateway is derived. The
software platform that was used in this application is Intel
Arduino 1.6.0, which is one of the rapid prototyping plat-
forms used for Arduino family.

The implementation of the Modified PRESENT-GRP
algorithm, in Intel Galileo is set up as the end node and
the Android mobile as the base. Thereby the output of
the algorithm passes through a cloud by connecting
Galileo through the gateway script to the internet and the
decrypted output is exposed on the main screen of the
application.

The sensor value sensed by the end node is encrypted
with the help of a hybrid cryptographic algorithm and is

Plain Value Bit position
5-Box Layer
I t 7 stages y |
| P-Layer - Key Register |
I ¥ I
l____..l,________________J
Cipher Value
Figure 4. 128-bits modified PRESENT-GRP Permutation
block diagram.
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transferred to the cloud using gateway scripts. Then the
output from cloud is parsed into the mobile application
where decryption process is carried out. At the base, it
receives the encoded value and the decoded result is
shown in the main screen of the application.

Along with the monitoring application designed the
remote control off switch is also derived from enabling
alert on critical thresholds.

The snapshot of the proposed work is shown in the
Figure 5 given below, along with it the hardware descrip-
tion is also derived in Table 3.

In this work the free cloud (www.parse.com) is used to
send and receive data. Thus, in this work, only data secu-
rity is carried out, but in future we may also add cloud
security as one of the vast field of research. (Figure 6).

In Figure 6, the execution time taken for encoding and
decoding process is given as 0.0519 seconds and 0.0656
seconds respectively. Therefore, the algorithm speed is
determined based on the execution time of the two mod-
ules. (Figure 7).

Figure 5. Hardware setup of Intel Galileo Gen 2.

Table 3. Hardware description
WIRELESS NODE
MCU Quark SoC
) Device Name Intel Galileo Gen 2
Microcontroller
Unit Type 32-bit
CPU Speed 400 MHz
SRAM 512 kb
Model Type Intel® Quark™ SoC
X1000
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Switch

Encrypted 29422¢789573d4ad

Sensor data

. e |

Figure6. Androidapplication showing outputofencrypted
and decrypted of hybrid algorithm.

Internet gateway connected from Galileo to

Figure 7.
cloud.

6. Security Analysis

Various cryptanalysis techniques are used on a cipher to
find robustness of cipher design against all possible types
of attacks. One of the well-known attacks is brute force
attack which decodes the value by using all possible ways.
This attack can be prevented to a certain extent by enhanc-
ing the size of keys, thereby leading to more combination
and making it tedious to compute. Thus, these method-
ologies consume more time for processing its robustness.
So, we may move onto two famous cryptanalysis methods
that are useful for computing robustness.

Thus the two attacks or properties which are most
important to do cryptanalysis are:

o Linear cryptanalysis.
o Differential cryptanalysis.
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6.1 Linear Analysis

In this, Walsh transform is considered as one of the best
tool for analyzing linear factors as well as it acts as a key
perspective for Boolean functionality. Thereby, the below
equation from Figure 8 can be used for analyzing the lin-
earity of confusion property:

On measuring with the Equation (1), the modified
substitution box is considered to be robust along linear
attacks.

For permutation layer we have the Figure 9, which
consist of two Types L and M.

From Figure 9, Type L shows how far the transposi-
tion moves the bits around and deriving the probability
of moving of As to Ot is p, then the possibility of As =
Ot is 0.5 + p/2. So the bias for triplet (es, 0, ET) is p/2.
On considering for Group algorithm, the highest bias was
obtained when all the factors are zero. In Type M it defines
the importance of the control bits in order to compute its
probability path. Thus, the analysis of two types defines
the robustness of the permutation layer. Finally, based on
the analysis the hybrid algorithm is determined as effec-
tive to linear analysis.

6.2 Differential Analysis

This analysis is also taken as one of the major methods for
analyzing block cipher. It helps to determine the secret
key with the help of difference of input and output com-
puted in non-random behavior. Hence, for a well-defined
block cipher design the probability should be eminent
with non-zero input and output divergence. Thus, to ana-
lyze for the cryptanalysis, the following Equation (2) from
Figure 10 is used to calibrate the differential resistance of
confusion property.

SB'(a) = Dyer y(—1)P S0

Wherea€ Fland bEF L (1)

Figure 8. Linear analysis.

Operation Type L Type M
(en 0, e) (e, ey, &)
b<1/4+1/2%7 b<1/4-1/2"
GRP Maximum a\'ilh s | Maximum w{i]lh $=u

Figure 9. Linear properties of permutation.
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Diff{S) =max  #{S(x) +5(x+A]) =+A,}
xveFy

Where A2 FT' and A, eF3" 2)

Figure 10. Differential analysis.

Operation Type A Type B Type C
(B‘;,O) ey (01 et) —A (ess cl) HA

O0<p=s1/2+ For any t, For any t,
GRP 172" E(AD =n/4 | E(A]) = n/4

Figure 11. Differential properties of permutation.

Hence, on various analysis Serpent S-box are consid-
ered to be highly resistant one of these properties.

Similarly, on consideration of the permutation layer
Figure 11 denotes certain properties.

Type A denotes the possibility of moving from s bit
to t bit is defined when its control bits are derived in a
random manner. It also defines the possibility of GRP¢
which is totally dependent on s and t that comes under
the possibilities between 0 and 0.5. Thereby as per type A,
the characteristic of p is always ¥ n for any value of s and
t and if it's much lesser or it can be removed.

Type B and C, is used to define the dissemination effect
by comparison and on reckoning the hamming weight
of difference in output. If its size is huge then it symbol-
izes the avalanche effect which shows good cryptanalysis
properties. E (A) represents expected value of difference
when the input sequence is taken at random. These types
also determine the properties for GRP to bring n/4 vari-
ant output bits. Finally, type B characteristics are based on
hamming weight and type C is on variation of one bit and
it has a lesser effect on the deviation.

Finally, on concluding the above analysis factors the
hybrid algorithm shows better robustness towards linear
and differential properties.

7. Conclusion and Future Work

In this work, the proposed algorithm uses of key depen-
dent confusion property for deriving a new Modified
PRESENT-GRP lightweight algorithm. Here the objective
of this implementing key dependent confusion property
is to use various substitution boxes for each round. Then
the algorithms, major cryptanalysis is also considered
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and proved as it is robust against those attacks and finally
concluded as its improved security level than PRESENT
algorithm.

Hence, based on the proposed algorithm the imple-
mentation on the targeting hardware device to secure
sensor reading of Intel Galileo Gen 2 when operated in
IoT (Internet of Things) scenario is prototyped.

The extension of the project can be done for IoT based
application with multiple nodes. In addition, to it we will
also inject some more attacks on the proposed algorithm
to further analyze its security level with the perspective
of various resources constrained factors. Thus the algo-
rithm constraints like power, cost and performance are
also maintained under tradeoff to recoup its lightweight
characteristic. It may be also used in future as an involute
cipher with other block cipher like PRINCE to improve
its security level.
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