
Abstract
Objectives: The objective is to introduce multi-agent systems to enhance the security rules through the access right to build 
a distributed warehouse in the cloud environment secure manner. The work aim is to take a smart decision making using 
MAS in a timely manner. Analysis: Cloud computing is a very powerful, and predictable in computing infrastructure for 
implementing complex agent-based applications. Cloud computing in Multi-Agent System (MAS) appears as an approach 
to current challenges in many areas. The distributed data warehousing is used to do based on how data’s are distributed 
in the multiple servers.Its main problemishow the Collaborative work of a multi-agent system designed for distributed 
data warehousing in the cloud environment. Findings: In the existing approach, a major issue is to retrieve the relevant 
data from the cloud storage is a very difficult task. Other issues in attributes are increasing the network loads (traffics) 
and response time, the need of secure data storage, data retrieval from the cloud environment and the database updating 
is very slow.Cloud infrastructures provide a platform to run the MAS in the real-time, because it takes large execution 
time by havinga large amount of data processing and dynamic memory. Improvement: In this paper, we introduce data 
warehouse in the cloud computing through the multi-agent system technology. This enables cost and time saving. The 
technique based on data warehouse in the cloud environment using Multi-Agent Systems (MAS) technology to consider 
security and privacy in data storage and transmitted. The proposed system is the use of an MAS in the cloud environment, 
introduces autonomous decision making in the critical situation to speed up the execution time, response time, database 
updating and security enhancing. We apply this propose system in any application like e-banking, hospital management, 
election department, etc. 
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1.  Introduction
Our everyday activities we create a huge amount of data. 
A data warehouse is mainly designed for query process-
ing and analysis.The data warehouse contains historical 
data’s that extracts from other sources and derived from 
transaction data. Data shared across multiple data reposi-
tories. The individual Data Marts are built, managed, and 
maintained in the distributed data warehousing.

The cloud computing model enables secure computing 
resources, convenient that can be released with minimal 

effort and service provider interaction.Normally, it stores 
and access the applications. It provides elastic services 
with high performance and large scalable data storage 
and increasing the number of users. 

Some of the surveys show that some percentage of 
the Data Warehouses (DWs) are failing to meet the busi-
ness objectives. Warehousing projects are long-term ones, 
and most of the requirements cannot be stated from the 
beginning because of their requirements are looked in 
real projects. DW applications are difficult to specify the 
information requirements since decision processes are 
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structured flexibly, large organizations are poorly shared, 
managers are guarded jealously, and time to keep pace 
with evolving business processes are unstable. Decision 
making often refers to information requirements that 
does not exist in the expected form, and must be derived 
from other data sources. Nowadays, distributed data 
warehouses have more attention in the research use1. 

In addition, most of the distributed queries are nor-
mally poor1 during their performance. Furthermore, 
to answer the queries related to its own subject area by 
designing the individual data mart, whereas its response 
time and network speedare very high.

An overview of distributed warehousing2, it describes 
extraction can be done with the help of the back end 
tools,before going to load the data into a warehouse it 
should be cleaned it for that cleaning and loading takes 
place, and the querying and analysis are done by the front 
end client tools.

In some researches, several optimized query tech-
niques are proposed. Optimized query techniques can 
be categorized into two2: Materialized views and indexes 
of redundant structure. It requires extra storage space. 
Horizontal partitioning is the non-redundant structure. 
Second techniques do not require an extra space like the 
first category.

This paper3 tells that the MAS in distributed data ware-
housing based on methods by using vertical partitioning.

In this paper4, the Writable Comparable interface is 
implemented by the key classes to facilitate the frame-
work for mapping, reducing and shuffling.

Typically, the processors assigned tables in the 
range of a round-robin fashion (round-robin parti-
tioning), hashing (hash partitioning), or values (range 
partitioning)4. The main challenge is to build a hashed 
partitioning using a similar search organization called as 
a Similarity Hashing (SH) technique. At query time, one 
partition to access at each level maximally is determined 
by the SH.

In4,5 papers they use the technique called Data 
Warehouse Striping (DWS). Three key algorithms are 
considered for the above-mentioned data distribution, 
respectively5. 

Challenges related to distributed systems are it is desir-
able to design the systems that optimize the quality of 
services within the system and improve the throughput to 
give the optimal result. Multi-Agent System in distributed 
system will overcome these challenges like availability of 
data sources and improve the throughput time. 

This paper6 describes how it is redirecting the query 
processing and providing security in the DWH systems. 
It tells which table is to deliver the effective answer. It may 
also used to monitor the actual query profile. 

This paper7 tells how the data warehouse is imple-
mented in the cloud environment. For storing the 
information and query generation of required data uses 
the combination of different databases in the data ware-
house. The different sources will help us to access the 
related information, to save downloads and to update it. 
The responsibility of the cloud environment is to provide 
a better environment.

These agents are used for automatic storage of data, to 
collaborate with other agents, splitting operations on the 
distributed data warehousing7,8. And it also describes how 
the response time delays. We found many issues in these 
papers; Difficult in directing queries to the appropriate 
server, high network load, high latency and the execution 
time delay, security is needed, databases are not updated 
regularly and it is not presented in the timely fashion and 
it stays unavailable for the protracted period, cloud stor-
age has huge traffic data. 

For above mentioned problems, we focus on security 
mechanism for distributed data warehousing based on 
MAS in the cloud environment. 

Distributed DWH is using Multi-Agent System (MAS) 
provides a more reliable data with good quality of service. 
It minimizes the cost of communication, data movement 
and response time.

Cloud computing in DWH improves scalability, elas-
ticity, deployment time, cost reduction and reliability. 
MAS are used to takes own decision making of transfer-
ring the data’s from DWH into the cloud to solve security 
problems. It makes easier, controlling the environment of 
DWH over the cloud environment hypothetical. 

The complexity is in the global schema makes a major 
problem in distributed DWH and most important issue is 
retrieving the relevant data from the large storage (cloud) 
is a very difficult task. The solution to this problem is com-
plex, we implement a multi-agent systems concept in it. 

The work aim is to take a smart decision making using 
MAS in a timely manner. The proposed system is the use 
of an MAS in the cloud environment, introduces autono-
mous decision making and critical thinking. To improve 
this existing approach by implementing the recycling of 
query process and to provide a security circulation of data 
for decreasing the network loads and get betterexecu-
tion time, to facilitate the cooperation, communication 
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between systems and to develop the equivalent execution 
of the client query. Our study focuses on 1. Todevelop a 
self-motivated system can handle the DW without human 
intervention (redirecting the query processing, storing 
the data, distribution of data on servers, accessing the 
data) by the multi-agent system through decision sup-
port system. 2. Getting a better response while retrieving 
data in the cloud storage and 3.providing the network 
security over the distributed data warehouse on the cloud 
environment.

This paper, prepared as follows: Sect. 2 gives the detail 
of distributed data warehousing background, Multi-agent 
systems and cloud computing in distributed DWH and 
the decision support systems. In section 3 gives the sum-
mary of related workings and discuss the issues associated 
with the query recycling process topics and secure over 
the network. In section 4, we express the existing issues, 
according to the works. During section 5, we illustrate 
the planned security mechanism in the distributed data 
warehousing by MAS. Finally, in this section a conclusion 
is made.

2.  Background

2.1  Distributed Data Warehousing
Every organization needs a data warehouse. Data ware-
houses are a sophisticated breed of systems that would 
only benefit organizations with a certain degree of IT 
maturity. While several organizations have effectively 
deployed the distributed data warehouses and automatic 
decision supports system solutions that offer big business 
clients with a right to access in corporately, precise, and 
reliable information, mainly it ignored the advantages 
of a warehouse. It9 encompasses an absolute endeavor 
data warehouse. It provides users with access of relevant 
reports. A small number of criteria supposed to be mea-
sured as select the warehouse solution9: Real-time data 
incorporation capabilities, Master-to-Master Replication, 
and Synchronization check functionality. In a distributed 
data warehousing, the repository of Meta data is frequently 
replicated by means of every fragment of the warehouse, 
and the whole warehouse is administered centrally. 

Generally, a data warehouse scheme doesn’t need that 
new data is added; to a certain extent, existing data needs 
reordering. The ability of key indicator of a successful 
OLAP application is to provide the needed information. 
All the OLAP10 applications, found in divergent functional 

areas have subsequent key concepts: Multidimensional 
view of information, Calculating demanding capabilities, 
and intelligence. Three concepts must be evaluatedfor 
their usability of decision maintains and the association 
so-called the real data warehousing i.e. implicit data 
warehousing, ROLAP (Relational OnLine Analytical 
Processing) and (Multidimensional OnLine Analytical 
Processing) MOLAP. The difficulty in the global schema 
remains a major issue in distributed DWH10. We estab-
lish a multi-agent systems concept to solve the complex 
issues11.

2.2  Cloud Computing and Warehousing
Cloud computing definesas the origin of several aspects 
like processing, resource storage and service-oriented 
interface11. NIST defined “It is a model for enabling avail-
able resources, convenient, on- demand network access to 
a shared pool of secured computing resources (e.g., net-
works, servers, storage, applications, services) that can be 
released with minimum organizationaleffort or examine 
provider interaction.” Moreover, “Cloud model promotes 
the availability with five key characteristics,four deploy-
ment models and three delivery models.” 

DWH refers to the grouping of several dissimilar 
databases are used to store the large number of data’s and 
it generates a query concerning to the necessary informa-
tion. The warehouse helps the user to access the data, save 
downloads and data updating viz.

Data warehouse on cloud computing is used to create 
a recycle and reprocess data, improve the data and updat-
ing the data multi-agent system.

2.3  Multi-Agent Systems
Agents contain a social ability12 so as they can com-
municate with the clients, structure of resources and 
further agents as necessary in order to reach its goals and 
tendencies. 

It is an autonomous problem solver i.e. MAS can have 
an ability to take decisions themselves and performs the 
actions on it to solve the problems. MAS are often distrib-
uted and they have proactive and reactive features which 
are very useful for taking own decision making. Each 
agent some limitations and it is decentralized. This limi-
tation provides the security because the agents can’t able 
to observe other surroundings. Characteristics of MAS 
are not only collaborating with other agents, they have 
an outside communication to permit new agents to come 
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into the system and communicating with other agents to 
do the task through the communication protocol. It uses 
the platform such as JADE2, JACK3. In Figure 1 tells13 that 
how MAS interacts and communicates with each other.

This cleverness enable agents to act both reactively 
and proactively. The key in to deliver value-added appli-
cation is to generate more smart software that preserves 
help out us hand over some of our responsibilities13. A 
MAS has a modular group when it is comprised of sev-
eral modules, where every module can be supposed to 
do as a virtual standalone MAS. Normally, the division 
of the system into modules is complete along dimension 
such as a require for strong interaction between amongst 
agents and services in the same module. MAS are useful 
in increasing the task execution and reducing the com-
munication fixed cost. By using a multi-agent system14 in 
the distributed data warehousing, it is doable to ease of 
management and monitoring the works, and the repairs 
cost of the warehouse system.

2.4 � Multi-Agent Systems in Data 
Warehousing

Intelligent software agent technology15 plays a signifi-
cant position in designing and growth of a data mart 
for decision support system. A clever agent helps in dis-
covering, locating and reporting the information. When 
applied agent technology in data warehousing, it allows 
to improve its presentation, creation of feasible solution 
to improve searching mechanism by means of self-adap-
tation abilities into the everyday enterprises16. By allotting 
the warehouse behavior of an agent society, it reduces 
management activities, monitoring costs and preserva-
tion cost of a warehousing system. And also it helps to 
optimize collection, extraction and assimilation process 

which is used to recover the information excellence and 
ensures advanced levels of assurance in decision-making 
processes17. Extraction, Transformation, and Load (ETL) 
method is carried out with ETL agents15 i.e. spread on 
the databases. ETL agents identify the relevant sources, 
extract it, then do the essential data cleansing and trans-
forming. The extracted source is followed by loading the 
data for use. Decision-maker agent17 has an understand-
ing of the domain capabilities and to produce the final 
result. A report/visualization agent contains preformed 
report and expresses the visual representation of reports. 
The data guide agent is in charge of caring the track of 
data storage, and where it is going to be stored. 

An Intelligent Agent18 is a standalone/autonomous 
entity (program) that can observe the problem and able 
to react flexibly in a dynamic and uncertain environment 
for achieving solutions to that problem. In a Multi-agent 
system contains multiple agents together to interact with 
each other for solving a particular problem. For successful 
interaction of agents, they need cooperation, coordina-
tion, and negotiation among each other. 

3.  Roposed Method
To conquer the above mentioned issues, our idea is to 
treat this existing approach by implementing the recy-
cling method and provide security using multi-agent 
systems. To satisfy the security access rights for platform 
and agents to improve the three characteristics of agents 
adaptively, mobility and flexibility in the data warehouse 
with cloud computing.

Recycling is the procedure of diverting a request from 
one data mart to another one (i.e. If the searching data is 
not in the essential data mart after that, this agent redi-
rects that call to the other data marts automatically until 
it establish). 

Iteration agent is worn to preserve that how many 
times the request data’s are to be redirected. After that we 
have to confer how our model is proposed to work in dis-
tributed data warehousing in Figure 2.

Agent 1: Client Agent- The user utilizes the customer 
to send the data request and to do the access operations 
(queries). All client agents have its individual buffer. That 
buffer is used for searching queries result storage, which is 
arrived from the query result processor. While in the exist-
ing approach, they preserve to send the outcome simply 
when the client gets connected or else, the searched query 
result will be put it in the queue until the client agent will 

Figure 1.  Multi-Agent Systems (MASs).
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connect again. If the queue gets full after that the result 
of the query which is arriving from the sender agent will 
become overflow. Thus we utilize a buffer in our planned 
approach.

Buffer – It is used for result storage, which is expected 
by the sender agent. So that it reduces the work of the 
dispatcher agent. Also, every time the client agent gets 
connected, thenthe buffer sends the appropriate results to 
the clients.

Agent 2: Dispatcher Agent - Arranges the received 
operations,based on their arrival order. After that the 
messenger agent sends the results to thedispatcher agents. 
Later, the result moves to the client agent’s buffer. 

Agent 3: Splitting Agent -splitting operations take 
place after the data mart reaches its storage limit.

Agent 4: Messenger Agent - This agent responsible for 
executing every operation which in the waiting queue.

Agent 5: Redirection agent -It plays a vital role. 
Redirection is the process of requesting data to be redi-
rected from one data mart to another one (i.e. If the 
pointed query is not in one data mart in that case this 
agent redirects that request to the other data marts auto-

matically until it establish). This concept makes decreas-
ing the network loads and speed up the execution time. 

Agent 6: Domain Agent – This agent is in charge of 
sending the operations to the DW which is in the cloud 
environment. Then they gather the replies sent by the cloud 
agent and transmit the final result to the messenger agent.

Agent 7: Iteration Agent – To preserve that how many 
times it redirects the query.

Agent 8: Security agent provides 2 services 
	� Verifying Agent: It allows only the authorized 

users request for the search a data’s in distributed 
data warehouse and the result will sent back to 
the users again verifying back using this agent. 
It’s static information contains the name and 
the size of the information that it knows how 
to transport. Its dynamic information is stored, 
accessed and secured the data over the network. 

	� Trust Degree Analysis: It maintains trust in agent 
interaction when communication happens.

While a new user comes to the cloud environment, 
then it goes to the Security Agent (SA) which authenti-
cates this new user by checking their User_Id (UID) in 
the trusted third party.

Agent 9: Server Agent -This agent is responsiblefor 
received operations and sends back to the domain agent. 
Its static information consists ofthe name and the address. 
Dynamic information is used for storing the received 
operations from the domain agent.

In the cloud environment, we have agent layers which 
are responsible for receiving the request which is coming 
from the dispatcheragent and another queue is responsi-
ble for sending and receiving the response from the cloud 
through the cloud agent. It is split into

•	 Analysis Agent – Data analyzer and updating
•	 Controller Agent – Center machine 
•	 Monitor Agent - Monitoring role

3.1  Algorithm for Checking the New user
Input: New user
Output: Adding or removal of new user

1.	 First new user enters into the cloud environment
2.	 New users go to the Security Agent (SA)
3.	 SA checks User_id (UID) in Agent Trust Table (ATT)
4.	 If it is not available, then SA authenticate the new user 

by using the threshold value
5.	 If the threshold value of the new user is valid then pro-

vide new UID and password.

Figure 2.  Shows the proposed architecture for distributed 
data warehousing on the cloud environment using MAS
CLAn-Client Agent, DIA – Dispatcher Agent, MB – MetaBase, 
DA-Domain Agent, QRA-Query Redirection Agent, IA-Iteration 
Agent, SPA-Splitting Agent, MA-Messemger Agent,  DWH-Data 
Warehouse, VA-Verifying Agent, ATT – Agent Trust Table
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6.	 SA enters the new UID into the ATT.
7.	 If the threshold value of the new user is not valid then 

discard the new user.
8.	 End

3.2  Statistical Analysis
In Figure 3, the graph shows that traditional request time 
Vs data size per request.

In Distributed Data warehouse using Multi- Agent 
System (MAS) provides a more reliable data with good 
quality of service.

In Figure 4, the graph shows that traditional response 
time Vs number of users.

It minimizes the cost of communication, data move-
ment and response time

4.  Results and Discussion
The registration can be done by using Security Agent SA 
and give UID for each registered client shown in Figure 5. 
The pie chart shows the security of the system. Security is 
high in the MAS in DWH using cloud environment when 
compared with other 2 technologies is shown in Figure 6. 
By using that IDs Security Agent check during login into 
the Data Warehouse shown in Figure 7. 

Figure 4.  Average Response Time using MAS in cloud 
environment.

Figure 3.  Average request time using MAS in cloud 
environment.

Figure 5.  Client Agent should register into the data 
warehouse.

Figure 6.  Security of the system compared in 3 
technologies.

Figure 7.  Client Agent login the data warehouse.

Figure 8.  Agent Trust Table ATT contains user details.
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Figure 9.  11 Data Marts using in this proposed work.

Figure 10.  Searching the 11 Data Marts and produce the 
result with response time quickly.

Table 4 1.  Comparison work of Attributes and 
Technology

Technology

Attribute

MAS in 
DWH

DWH in  
Cloud  

Environment

DWH in Cloud 
Environment 

using MAS

Response Time Slow Very Slow Very Fast

Network  
Load Very High Low Very Low

Security Very Low Low Very High
Latency Slow Very Slow Very Fast

Execution  
Time Slow Very Slow Very Fast

Data Base 
Updation Fast Very Fast Very Fast

Agent Trust Table ATT contains user details of Agent 
ID, username, password, email and contact numbers 
of users shown in Figure 8. In Figure 9, shows 11 Data 
Marts are used in the proposed work. If the 11 Data Marts 
exceed its size limit, then new Data Mart will be created.

In Figure 10, Searching takes place in 11 Data Marts 
and produce the result with response time quickly.

A comparison study onMAS and cloud computing in 
Data warehouse is shown in Table 4.1.

This corresponding table shows the comparison of 
attributes like Response time, Network load (traffic), 
Security, latency, Execution time, Database update) and 
technology. 

5.  Conclusion and Future Work
Currently, the data warehouse is used as the manage-
rial repository to carry big business conclusion making. 
Frequently the data warehouse systems utilize a central-
ized approach in advance. The overview of the agents 
incorporates in the data warehousing were discussed. We 
have presented some research work that deals with the 
data warehousing context with the multi-agent systems.
We described at this time is redirecting the query using 
Multi-Agent System in distributed data warehousing and 
providing the secure network over the system. In this 
paper, we include proposed solutions to hold the security 
problems in the cloud environment. There is an opportu-
nity that malevolent agent can engage in the method and 
send the incorrect service to the user.

The future enhancement of this system can be imple-
mented Distributed Data warehousing in the cloud 
environment, implementing of all the agents as being 
specified in the proposed architecture. And also to imple-
ment Total numbers of queries are searched by the user 
in a day, in a week and the last three months, to calculate 
how many times the same query has been searched, to 
find out the word length, More than one user can sub-
mit the query simultaneously, Give the input as a string 
instead of using the single word, To add Map reduces 
techniques and Data garage in distributed data warehous-
ing in a cloud environment. We are still doingresearch 
and reading so many survey papers improving the perfor-
mance and strengthen the work of our system.
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