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Abstract

Objectives: In the recent past, vehicle theft is increasingly prevalent. The objective of the study is to propose a method to
overcome the problem. Methods: In this paper, a technique is proposed that resolves the above mentioned problem. The
primary purpose of the proposed scheme is to protect the vehicle from any unauthorized access using a cryptographic
algorithm. Findings: The surety of the algorithm is achieved by combining cryptographic algorithm with a secret key.
A randomly chosen binary template is used as a secret key which is then integrated with the input in order to generate
the hash value using an MD5 hashing algorithm. This hash value is then compared with the stored hash value in order to
operate the vehicle. In hashing algorithm, the hidden key is a data in which it is applied as an additional input to a one-way
function that hashes a password. The principal use of the private key is to defend against dictionary attack and a rainbow
table attack. Improvements/Applications: Thus, this technique achieves data confidentiality, data integrity, data privacy,
authentication, and also is efficient in terms of processing time.
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1. Introduction

The evolution of applied sciences made the automotive
industry one of the biggest economic sectors and the
latest modern vehicles come equipped with new degrees
of functionality, safety, performance and comfort.
Common automobile anti-theft systems are key/keyless
entry system and engine immobilizers. Usually, thieves
use low-tech approaches in order to steal cars, such as
ruining the window, jimmying the lock, cutting alarm
wires, hot wiring the ignition, or looking for keys left
by the owner carelessly. Nevertheless, hackers are likely
to sweep up the advanced attacks that are possible now
as soon as it becomes cost efficient. Mechanism in car
keys has evolved through various generations, from the
effortless physical keys to more sophisticated keyless
entry systems. The keyless entry system is commonly
employed to avoid unauthorized substantial access to
machines. It has a radio transmitter and should be in a
range of about 5 to 20 meters of the automobile. When the
button is pressed, it sends a coded signal to the receiver
which is installed inside the car which is used to lock
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or unlock the door of an automobile. Various anti-theft
systems have been developed over a few decades. The
original intrusion detection signature combines the hash
based appropriate signature with the hash function and
contextual information. By the use of the hash functions,
the work is to build an adaptive hash based non-critical
alarm ﬁlterﬂ. In this, the negative aspect is the speed
of matching has to be improved and the non-critical
alarms have to be reduced more efficiently. Inﬂ, a scheme
of protection of fingerprint template is proposed and
it is based on the encryption process known as chaotic
encryption and an algorithm called Murillo-Escobar’s
algorithm and also a secure authentication system based
on 32-bit micro controller. A method that alleviates the
vehicle security assessment issue and measures the power
of the vehicle in order to defend against theft by testing the
immobilizer locks and vehicle recognition is presentedﬂ.
Inﬂ, a unique and secure process of authentication of
the biometric templates is presented. This technique
ensures the safety of the biometric information. The
key feature of this method is the session key generation.
The generator is based on a chaotic phenomenon and
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it is composed from two generators known as Rossler
map and a pseudo random bit generator. The weakness
of this method is that, the algorithm encrypts only text
and it can be further improved to handle video and
images. This technique also collides in the hash space.
Inﬂ stated a technique for personality based encryption
system and eliminates key damage that might occur due
to exposure. The cipher text in any time period is secure
even after arbitrary compromises of the base and the user.
Moreover, the burglar can’t decrypt the cipher text having
to do with previous time periods, yet if it compromises
the base and the user at the same timeﬂ. Inﬂ, a symmetric
encryption mechanism for instantaneous text messaging
in mobile devices is stated. This applies a succession of
a prime numbers which is obtained from a secret key
and a bi-dimensional matrix for the encoding process.
This work focuses on reaching a trade-off between
low complexity and robustness for instantaneous text
messages in mobile technology communication. Inﬂ, the
authors stated that light weight cryptographic algorithms
are suitable for applications like wireless sensor networks.
It proposes a lightweight, one-way hash algorithm which
makes a hash digest with fixed and relatively small length
and applicable for securing energy-starved wireless
network. Inﬂ, the authors proposed approach which
protects the fingerprint template. The primary idea of
this method is to create the special spiral curves using
any information from the extracted minutiae. In order to
use the spiral curve for recognition process, the curves
will be stored in the database. Inﬂ, the generation of hash
function is proposed which is based on a random Latin
squares and is generated through padding, non-linear
transformations and shift operations. Inﬁ, the phase
retrieval and RSA algorithms are used to provide a secret
key. In this method, an encryption keys which includes
the fingerprint as one input and the public key of the
RSA algorithm as another input and also the decryption
key consists of the private key of RSA algorithm and the
fingerprint. The main limitation of this work is sharing
of user’s fingerprint which is used to authenticate with
the receiver at once. If the user fingerprint and a public
key are known by an attacker then the message can be
easily decrypted. Inﬂ, the work analyses the patterns and
standards of the automobile industry, highlighting several
vulnerabilities that stress needs to modify the way that
the in-vehicle communication is handled. This system
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supports two features that users with different access rights
and roles, and mutual authentication of ECUs (Electronic
Control Unit). The keyless entry system broadcast on
a frequency between 300 and 400 MHz’s. However, it
is easy to hack the frequency generated by the key fob.
Hence, it is necessary to eliminate a frequency of the key
fob. InH, the work proposes a security mechanism for
vehicle authentication for efficient and safe transmission
of the communication between the vehicles. This method
uses a time random numbers and encoded algorithm for
mutual authentication between road side unit and on-
board unit. The effect of environmental parameters on
GSM and GPS has been proposed inﬁ and it discuss about
the variation in GSM signal strength with respect to the
weather parameters. This paper addresses the following
sections: Section 2 proposes a multi-layer authentication
scheme which deals with an algorithm to generate a secret
key and then it is integrated with a user input in order to
operate the vehicle. Section 3 shows the implementation
and results of the proposed work. Section 4 describe the
conclusion.

2. Proposed Multi-Layer
Authentication Scheme

The diagrammatic representation of the proposed work is
shown in Figure 1 and Figure 2. Nowadays, it is possible
to decipher a code or signal which is used for various
applications. So it is significant to give security to the data
in which we are using everywhere. The binary template
which is a binary data is read as a secret key (SALT) and
the four digit pin is read as another input to the MD5
hashing algorithm. After performing the MD5 hash
function the generated hash value of the remote device is
sent to the device which is installed in the car to lock or
unlock the door wirelessly. By generating the hash value
the device compares to the hash value which is already
stored, if both the values are equal, and so the device
leaves the door to move consequently.

This methodology consists of two modules. They are
o Transmitter Unit - Processing with inputs in order to

generate MD5 hash value.
o Receiver Unit - Perform an operation accordingly by

receiving a hash value.
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Figure 1. Diagrammatic representation of the transmission
unit.
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Figure 2.  Diagrammatic representation of the receiving
unit.

2.1 Transmitter Unit

2.1.1 Binary Template

In this step, the binary template is acquired for key
generation. Then the template is stored in the memory
which is allocated for storage. The template is a binary
data which maps the binary value of each and every point
and then it is used for key generation.

2.1.2 Random Number Generation Algorithm

In this section, the detailed description of a random
number key generation algorithm is present. The design
was driven by the binary templates in which the key is of
128 bytes in length. By getting the templates of the binary
values which is stored in the memory, the value can be
chosen randomly and is used as a secret key or SALT in
hashing. The secret key depends on the mixture of both
the token and the binary template. The token is the one
which is applied to get the random values from the binary
templates. The binary key ‘K’ has been generated first as a
sequence of random bits. After then, it performs a logical
operation with an input which is given by the user. Then
the result is converted into hexadecimal value. Then the
converted hexadecimal value is applied as an input to
the MD5 hashing algorithm to get the hash value. Then
each and every time it generates the different hash value
for same or different input. Hence it is really difficult to
identify which hash is for which input. Let us assume that
the binary template is of mxn matrices’ and is denoted
by T.
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m = No of Rows in the template
n = No of Columns in the template

*11 x12 =x13 - x1n

T = [*21 x22 =x23 .. x2n (1)
x31 x32 x33 .. x3In
xml xm2 xmd .. X

Let @ be a randomly selected row and Xn’ be the
randomly generated column from the equation:

Xn+1 = (aXn + b) mod m (2)

where a, b is an integer and m=m+n+1.

By taking the equation, the row and column of the
template matrix are chosen in a random manner and
then the row of a matrix is incremented until to get four
values and it will get [1X4] matrix as one of the input
of the private key. And so the operation is repeated for
three times to draw another three a [1X4] matrix values
which will be handled as a single [4X4] matrix randomly
generated secret key input and is denoted by R (T).

x21 x13 x54 x22
R(T)=|x31 x23 x14 =x32 (3)
41 x33 w24 x42
51 x43 x34 =52
Where a [0] = First column of R (T)
a [1] = Second column of R (T)
a [2] = Third column of R (T)
a [3] = Fourth column of R (T)

By considering the values provided by each column as
binary values and then convert the values into decimal.

a[0] = [(x21 x 1000) + (x31x 100) + (x41x 10) + (x51x 1)]

(4)
Convert a [0] into Hexadecimal Value and then do the
same for a [1], a [2], a[3]

DIR(T)]=a[3]x16% +a[2]x16% +a[l]x 16 +a[0]

x 16° (5)
Then,
H([K)=1@® D[R] (6)

Where H (K) = Hash Key
I = User Input
R (T) = Randomly Generated Secret Key
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Then,
H (K1) = Hex {H (K)}
(7)

H (K1) = Hexadecimal Value of H (K)
Then the hashing algorithm computes the hash value

based on a hash key.
Hash = MD5hash {H (K1)} (8)

2.1.3 Hashing Algorithm

The hash function is applied to assure the reliability of
the information which is stored. It is sometimes called as
digest of a message. The function of a hashing algorithm
generates the fixed size of a message digest for a given
input. Then the message digest is treated as a mark of that
message. The mathematical expression that produces a
hash function is given as MD5 = f (x). It is also known as
a one way function and it is easy to compute MD5 from
the message, but it is not possible to calculate the message
using the value of MD5. It should be hard to discover two
such messages that are having the same message digest.

fxI) #f(x2)

There are a lot of algorithms intended to execute
the hash function such as MD2, MD4, MD5, SHAO,
SHA1 and SHA2. After this, many researchers have also
provided their own algorithms for the same such as
SHA192.The MD5 hashing algorithm provides a 32 bit
hexadecimal value as an output and it is a non reversible
process because it performs a modulus operation. It is a
long process to find the input by having the hash value.

But it is somewhat possible to identify the input through
the hash value using rainbow tables. It is a table that
contains the known value of a hash function. So it is
then compared with the whole table in order to find out
the input. If the hash present in this table then it will be
easy to find. If the hash value is not in the table, it is not
possible to find the result. In order to resolve this rainbow
tale problem, the only way is adding salt to the input value.
Salting is process of generating the random data which is
unique to the user. If we combine the input with the salt, it
would provide a better security than the normal hashing
function. Hash (Password + Salt).

2.2 Receiver Unit

By receiving the hash value from the transmitter, the
device inside the car performs a comparison operation
between the received hash value and the stored hash
value. If both are the same values then only the door will
get unlocked. Otherwise it will sound an alert and sent a
message to the owner of the vehicle about the situation
through GSM module.

3. Output and Result

The implementation of the proposed method is done by
using Arduino UNO board and a zigbee module. The
experimental analysis of the generations of MD5 hash
value with the inputs of randomly generated key and the
user in put is transferred to the receiver in order to process
an operation with respect to the locking of the door. As
shown in Figure 3, the user input which is acquired from
the 4x4 matrix keypad and then the secret key is derived

Transmuitter Ut

Recerver Ut

Figure 3. Transmission unit and reception unit.
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iEnt:: the Fassword

|1234Cenerated Randem Number is :2807

5264367c081fdd434cd9315bc007313a
HASH VERIFIED

|S646Generated Random Number is :2249

cBc0SbiSefades201L56590ed3bd92be
HASH NOT VERIFIED

|Message Sent To the Owner

1234Generated Random Number is :5073

28a49a9a4b4afdEbedchb252eccte08593
HASH VERIFIED

8979Generated Random Number is 12658

T6Eb5Te52e0d0933227e26fed3bbetct
HASH NOT VERIFIED

|Mes=sage Sent to the Owner

|2354Generated Random Number is :2930

|6aa04bbScabds2766e45743d26Te 185D
HASH WOT VERIFIED

|Message Sent To the Owner

[1234Generated Random Humber is :7272

!ecd8223?Edﬁbhédﬂ-dl&efcagcilﬁéﬂ?b

| HRSH VERIFIED

Figure 4. Output of the proposed work.

If Hash Verified

If Hash Not Verified

{ Messages  GSM Module Detais

Somecna Entened Wrong Passeond

Somacne Entered Wiong Fassword

Correlation Coefficient

User Input
1234
2635
44

1234
7453

Correlation Coefficient (r):

0.552347

Figure 5. Correlation factor.

from the random number generation algorithm. Then
the generation of hash value is transmitted to another
Arduino board through a zigbee modulel. The value is
received using zigbee module2 and then it is processed
accordingly in another Arduino UNO board in order
to access the vehicle. Figure 4 shows that the vehicle is
allowed to unlock the door only when we enter the correct
pin otherwise it will send a message to the owner of the
vehicle about the wrong pin which is entered to unlock
the door. If we enter the correct pin, it will produce a hash
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Random Number Key Generation
7624
5336
6514

4159
9958

value and then it is compared with the stored hash value.
If both the values are same, the transmitter will send a
signal to the receiver in order to operate the vehicle. If we
enter a wrong pin, the generated hash of that particular
pin will not match with the stored hash. So it will send
a message to the owner of the vehicle about the issue.
Figure 5 and Figure 6 shows the correlation coefficients
and the scatter plots for the given inputs. The correlation
coefficients for the given inputs are calculated and the
value of r is 0.552 and then the scatter plots for the given
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Scatter Plot of x and y
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Figure 6. Scatter plot.

inputs are plotted. Table 1 shows that the generation of
a hash value for a given input along with the random
number key generation.

Table 1. Representation of hash value generated vs.

input
Input Random Key Generated Hash
Generation
1234 7624 ec5a9922acec4dad14377237d38fe193
2635 5336 276c2f2bff48d7930c717a6a01457c00
8464 6614 a414e9f523a5ac020356a8bb467c¢3397
1234 4150 f0599bef811233125c682ac5b1649150
7453 9950 c57d70034892e3efe871c12{022486¢a

4. Conclusion

The proposed work secures the datafrom any unauthorized
access with the help of a cryptographic algorithm and
the security of the algorithm is achieved by combining
cryptography with the secret key. The implementation is
done by using Arduino UNO and the aim of this system
is to permit the authentication of a user. It can also be
used in a wide variety of applications. The security
services provided by the system are data confidentiality
and authentication. It is hard to find out the value of the
input with the help of rainbow table attack and dictionary
attack when compared with the existing method of
hash function. The further work can be done by using a
mobile application in order to control the vehicle and an
algorithm which is used for mobile application has to be
taken care in order to provide better security policies.
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