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Abstract

Database security is a crucial concern today. One mechanism for safeguarding information stored in database systems is to use an
Intrusion Detection System (IDS). Recently researchers are working on using machine learning techniques to increase the accuracy
of the detection malicious attacks on database systems; Such as mining data dependencies among data items, access patterns of users
and learning SQL commands. In this paper, we survey some intrusion detection approaches, which use these techniques. Also, we
discuss the advantages and disadvantages of the approaches and compare them with considering their different features.
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1. Introduction

Information is the most valuable asset of organizations and companies in our modern networked world. Some data stored
in databases is worth millions of dollars, but existing security models are insufficient to prevent misuse, especially insider abuse by
legitimate users. Hence, a growing number of researches have concentrated on handling the vast variety of malicious attacks to theses
data. Malicious attacks to database systems may cause corrupted data, which can spread very fast to other parts of the database system
through valid users. Organizations need to be able to detect the intrusions into their network and database systems as soon as possible
so that they can prevent further damage to sensitive data. Deploying an intrusion detection system (IDS) makes data less vulnerable
to these attacks and enables early detection of attacks.

Most researchers in intrusion detection field focus on detecting intrusions at network or operating system level (Javitz &
Valdes, 1991; Frank, 1994; Noel et al., 2002; Ertoz et al., 2004; Qin & Hwang, 2004; Kuchaki Rafsanjani, 2010; Renjit & Shun-
muganathan, 2011; Kuchaki Rafsanjani et al., 2012) but IDSs at network or operating system level are not appropriate for detecting
malicious attacks in database systems. There are two main reasons for database IDSs. The first is that actions considered malicious for
a database application are not necessarily malicious for the network or the operating system and therefore IDSs specifically designed
for the network or the operating system would not be effective for database protection. The second is that IDSs designed for networks
and operating systems do not provide adequate protection to databases against insider threats (Kamra & Bertino, 2008).

Database intrusion detection approaches can be classified into two groups based on their intrusion classification mecha-
nisms. An intrusion classification mechanism can use signature based or non-signature based intrusion detection methods. To detect
attacks, the signature based IDS is configured with a number of signatures of online attacks and identifies future attacks that match
these signatures. Unfortunately, it is not a trivial task to keep intrusion detection signatures up to date because a large number of new
intrusions take place daily. To overcome this problem, the IDS should be coupled with anomaly detection schemes, which support
detection of new attacks. The non-signature based database IDS profiles patterns of normal user transactions and uses these patterns
for identifying intrusive behavior. Transactions not compliant with the patterns are identified as malicious transactions. The patterns
can also be used for defending against insider threats, too.

Recently researchers are applying artificial intelligence and data mining in database intrusion detection to increase the ac-
curacy of detection. Kamra and Bertino (2008) have surveyed machine learning methods for database security. They have discussed
three anomaly detection techniques for detecting insider threat behavior in context of a DBMS and have also presented an overview
of two approaches that use machine learning techniques to detect SQL injection attacks. Javidi et al. (2010) have discussed some
database intrusion detection systems. In this paper, we discuss other existing approaches that detect anomalies for detecting insider
abuses. Some of these techniques are as follows: Mining data dependencies among data items, access patterns of users and learning
SQL commands. We discuss the pros and cons of these techniques. Also we have an overview on an approach that detects SQL injec-
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tion attacks and finally we present a web-based approach that detects SQL attacks.

1.1 Anomaly Detection against insider intruders (Non-Signature based approaches)

Insider threats are much more difficult to defend against because they come from subjects that are legitimate users of the
system, and thus may have access rights to data and resources (Karma & Bertino, 2008). Many methodologies such as mining data
dependencies among data items, access patterns of users have been proposed for defending against insider abuse attacks. In following
we discuss some of these methodologies in detail (Fig.1).

Fig.1. Categorization of existing database IDSs
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1.2 Mining data dependencies among data items

Hu and Panda (2004) observed that in real-world database applications, although the transaction program changes often, the
whole database structure and essential data correlations rarely change. So they proposed using dependency among data items to detect
intrusion transactions in database systems; transactions not compliant with the mined data dependencies are identified as malicious
ones. Since, the other researches (Srivastava et al., 2006; Hashemi et al., 2008; Hu & Panda, 2010) have used the idea of using data
dependencies among data items for detecting intrusion transactions in database systems. In following we discuss approaches that use
data dependencies for detecting intrusion transactions and present their advantages and limitations.

1.2.1 A data mining approach for database intrusion detection

The approach proposed by Hu and Panda (2004) obtains patterns of normal transactions by mining data dependencies
among data items in database systems. Data dependencies discovered by the data dependency miner component are employed as
classification rules for identifying anomalies. This approach identifies a new user transaction as anomalous if it does not conform to
the patterns of normal transactions, mined by data dependency miner component. They use the association rule mining paradigm for
extracting dependencies among data items. We illustrate the procedure used by their proposed database IDS in Fig. 2 using an artifi-
cial example. We should mention that in Fig. 2, integers are representative of data items in the database. Before explaining different
steps of the procedure, we introduce some concepts, which are used for extracting dependencies among data items.

The input log file of transactions consists of the sequences of operations performed by transactions. For instance consider the follow-
ing update statement in a transaction.
Update Table 1 set u=x +y where z = 20;

In this statement, before updating u, values of X, y and z must be read and the new value of u is calculated. So the
operational transaction would be: <r(x), r(y), r(z), w(u)>. For instance, after each normal deposit or withdrawal in a bank-
ing database, i.e. changing the balance of a customer, the data item time is expected to be updated to record commitment
time of the transaction. In this scenario, the account balance and time are two data items, and for the transaction to be
committed normally the following operations might be executed in sequence: read the data item account balance, update
it and then update the data item time, say r(account balance), w(account balance), w(time). So <w(account balance),
w(time)> is the write sequence of data item account balance. Also <r(account balance), w(account balance)> is the write
sequence of the data item account balance and <r(account balance), w(time)> is the write sequence of data item time.

As is shown in Fig. 2, the first phase for extracting data dependencies among data items is concerned with mining
the frequent sequential patterns. Given a database D of transactions, the problem of mining frequent sequential patterns
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(Agrawal & Srikant, 1995) is to find the maximal sequences among all sequences that have a certain user-specified min-
imum support. Here frequent sequential patterns indicate data items that are accessed together with a fixed order and
more than a user specified minimum support. Then, mined frequent sequential patterns that have any write operations
are selected and their read and write sequences which are suitable for generating the dependency rules are extracted.

Table 1. Comparison of some database IDSs

Methods Technique Features

Generates profiles of users by using audit logs and detects

Chung etal. (2000)  f Access patterns of users insider abuse with the derived profiles.

Lee at al. (2000) Tagging time signatures to data items Suitable for Real-time databases.

Barbara et al. (2002) | Building database behavioral models by HMM Recognizes malicious patterns by using HMM.

It detects malicious transactions targeted at corrupting data.

Hu & Panda (2004) | Mining data dependencies among data items It’s less sensitive to the change of user behaviors and database
transactions.
Under an RBAC system:

Bertino et al. (2005) | Access patterns of users Suitable for large databases.

Can be deployed very easily in practice.

It improves the approach offered by Hu & Panda (2004).
Srivastava et al. (2006) | Weighted data dependency rule miner (WDDRM) | It generates rules for possibly less frequent but more important
attributes by considering the sensitivity of the attributes.

They have developed three models, of different granularity, to

Kamra etal. (2008) | Access patterns of users represent the SQL queries appearing in the database log files.

It improves the approach offered by Hu & Panda (2004).
Dependencies among data items and time-series The concept of malicious transactions is extended from those
anomaly analysis that corrupt data to those that either read data or write data or
both without permission.

Hashemi et al. (2008)

It improves the approach offered by Hu & Panda (2004).
Hu & Panda (2010) | Mining Inter-transaction Data Dependencies They cluster legitimate user transactions into user tasks for
discovery of inter-transaction data dependencies.

Patterns that do not have any write operations are not considered, because they do not have any information about malicious
transactions that are targeted at corrupting data. Then dependency rules are extracted from strong read and write sequences, which
have a greater confidence than a pre specified threshold. The mined data dependencies are in the form of classification rules. For in-
stance w(7) — w(2) is a write dependency rule that shows that data item 2 is most likely to be updated after data item 7 and w(3) —
r(1) is a read dependency rule, which says data item 1 probably needs to be read before data item 3 is updated. The transactions not
compliant with the data dependencies generated are identified as malicious transactions. Weighted intra-transactional rule mining for
database intrusion detection:

Srivastava et al. (2006) found that the IDS proposed by Hu and Panda (2004) does not consider sensitive attributes that
are accessed less frequently than minimum support , although they may result in interesting rules. Sensitivity of an attribute shows
the importance of the attribute for tracking against malicious modifications. If sensitive attributes are to be tracked for malicious
modifications then generating data dependency rules for these attributes is essential because if there is not any rule for an attribute,
the attribute cannot be checked. The approach proposed by Hu and Panda does not generate rules for very sensitive attributes which
are accessed less frequently because it does not consider the sensitivity of attributes. The motivation of Srivastava et al. (2006) for
dividing attributes in to different sensitivity groups and assigning weights to each group is to generate dependency rules for possibly
less frequent but more important attributes. They call their algorithm “weighted data dependency rule miner” (WDDRM). After gen-
erating weighted data dependency rules, the algorithm marks the transactions which do not follow the extracted data dependencies as
malicious.

Also with respect to the size of current databases being increased at the number of attributes, they considered that it is very
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difficult for administrators to keep track of all attributes whether they are accessed or modified correctly or not so they divided the
attributes into different categories based on their relative importance or sensitivity. Therefore, the administrator checks only those
alarms, which are generated due to malicious modification of sensitive data instead of checking all the attributes.

Fig.2. Artificial example for describing the main procedure used Fig.3. Artificial example for describing the main procedure
by database IDS of Hu and Panda (2004) used by database IDS of Srivastava et al. (20006)
Input log file of transactions: Input log file of transactions:
Trans. ID | Operational Transactions Trans. ID | Operational Transactions
). 15), w(?), 13), W) 1| 1(6).r0) wi7), (3), w2)
2 r(1, 1(4), 1(6), W(3); 2 r(1), r(4), r(6), w(3);
3 r(3)’ W(7’) r(6’) W(2,) w(3) 3 r(3), w(7), r(6), w(2), w(3);
4 ((5), r(1), w(#), r(3), r(6), w(2), 4 r(s), r(1), w(4), r(3), r(6), w(2),
5 | r(7), (1), r(6), w(3); 5| r7), (1), r(6), w(3);
Read and Write sequence sets considering minimum Read and Write sequence sets considering minimum
support=25%: support=25%:
) Read Sequence Sets Support
Read Sequence Sets Support
r(6), w(3) 60%
r(6), w(3) 60% r(1), w(3) 40%
r(1), w(3) 40% r(5), r(3), w(2) 40%
r(5), 1(3), W(2) 40% fE?’;, fg, WEZ; ;‘82/0
0 r(5), r(3), w(b %
r(3), r(6), w(2) 40% 1(3), 1(6), w(5) 60%
Write Sequence Sets support Wiite Sequence Sets support
wW)w2) 40% w(7).w(2) 40%
@ Read and write dependency rules considering minimum
Read and write dependency rules considering minimum confidence=65%:
confidence=65%: Read Dependency ,
: les confidence
Read Dependency confidence .
rules
w3) I r() 66% w(3) = r(1) 66%
w(3)1 r(6) 100% W(3) = 1(6) 100%
w(2)1_1(5), (3) 66% w(2) = r(9). (3) 66%
’ K w(2) — r(3), r(6) 66%
w21 13). o) 06% w(5) — 1(5), 1(3) 100%
w(5) — r(3), r(6) 100%
Write Eiﬁlp;indency confidence Write Dependency confidence
rules
w7l w(2) 100% w(7) — w(2) 100%

We illustrate their weighting algorithm by an illustrative example using the input log file of transactions in Fig. 3. Suppose
that data item 5 is a data item with high sensitivity compared with other data items in Fig. 3 and the weight of w(5) is 3. As is obvious
the update of data item 5 has just occurred in transaction ID number 4 and therefore the support of w(5) is 20%, which is less than
25% the minimum support. As can be seen, the procedure used by Hu and Panda (2004) does not generate any frequent Read/Write
sequences containing w(5). So there is no chance that a rule will be created for it. In what follows, we discuss how Srivastava’s et al.
(2006) proposed algorithm, WDDRM, solves this problem. WDDRM calculates support of sequence s with weight of w_as follows.
If s is present in n transactions out of N transactions, then the support of sequence s is:
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Support(s) =(n *ws) /N (1)

The support of w(5) is calculated considering weight of the data item 5, i.e., 3. By equation 1, the support of w(5)
is as follows:

Support w(5) = (1*3) /5 = 60% 2)

The effect of this weighted approach on the sequence mining algorithm is significant. Sequences containing very
sensitive attributes (data item 5) but accessed less in the transactions (20%) can become frequent sequences because
each such sequence count is enhanced by multiplying by its weight. The weighted support can now exceed the minimum
support, i.e., 25%. In Fig. 3, we have illustrated the procedure of extracting dependency rules considering data item 5
as a high sensitive attribute. Compared with the procedure proposed by Hu and Panda (2004) more sequence sets and
more dependency rules are extracted. As is obvious two read sequence sets, i.e., “r(5), r(3), w(5)” and “r(3), r(6), w(5)”
are included in Read sequence sets and two dependency rules, i.e., “w(5) — r(5), r(3)” and “w(5) — r(3), r(6)” are included
in Read dependency rules.

Srivastava et al. (2006) compared their work with the non-weighted dependency rule mining approach, i.e., Hu
and Panda (2004). They carried out several experiments and showed that WDDRM performs better than the non-weight-
ed dependency rule mining approach. However WDDRM has the limitation that the process of weighting to data items is
carried out by hand.

Detecting intrusion transactions in databases using data item dependencies and anomaly analysis in time series: The ap-
proach proposed by Hashemi et al. (2008) also has fewer limitations than that of Hu and Panda’s approach (Hu & Panda, 2004). Their
approach identifies malicious transactions using a data mining technique, which detects malicious transactions more effectively. The
approach proposed by Hu and Panda can only detects malicious transactions that corrupt data items and cannot identify transactions
that read data without permission. This results in a significant reduction in the detection rate. Also, when a dependency rule is violated
by a transaction, Hu and Panda, without considering the confidence of the rule, always identify the transaction as an intrusion. This
leads to a high false positive rate. In addition, sometimes consistency rules of a database do not allow users to execute any arbitrary
transaction and therefore dependency between data items is no longer violated though there may be the some abnormal variations in
the update pattern of each data item.

The types of intrusions that are not detected by the previous models are studied in Hashemi’s et al. (2008) paper. By detect-
ing these intrusions, they are able to significantly improve the intrusion detection rate. Their approach has three advantages. First, the
dependency rules among data items are extended not only to detect transactions that write data without permission, but also to detect
transactions that read data without permission. Second, a novel behavior similarity criterion is introduced to reduce the false positive
rate of the detection. Third, time-series anomaly analysis is conducted to identify intrusion transactions, which update data items with
unexpected patterns.

They detected intrusion transactions in databases using two components. (1) The first component extracts dependency rules
among data items, which are represented by the order in which these items are accessed (read or write). It is similar to the approach
Hu and Panda, but the concept of malicious transactions is extended from those that corrupt data to those that either read data or
write data or both without permission. In addition, when a transaction t violates a dependency rule, it is not immediately identified
as malicious. Their approach examines whether there exists any normal transaction, which violates t and has similar behavior to it.
If such a transaction exists, t is not considered as an intrusion. This is desirable because, in reality, dependency rules are not always
100% correct. (2) The second component uses anomaly analysis of the time series corresponding to each data item. This anomaly
analysis approach can detect intrusion transactions, which cannot be identified by first component. This component extracts the time
series from the normal transaction log for each data item and discretizes it using clustering techniques. This component uses a suffix
tree structure to efficiently discover normal update patterns and their frequencies for the corresponding data item based on the discre-
tized representation of each time series. The anomaly weight of each pattern is calculated by the difference between its occurrence
frequency in the transaction in question and in the normal time series. Finally, using weighted output integration, the final decision is
made by combining the outputs of the above two components.

Hashemi et al. (2008) conducted several experiments for evaluating the performance of their proposed method comparing
with the performance of the approach presented by Hu and Panda (2004), in terms of false positive and true positive rates and they
showed that their approach performs better in all experiments.

Mining inter-transaction data dependencies for database intrusion detection: Hu et al. (2010) considered that an attacker may
launch a group of malicious transactions so well crafted that each of them appears normal. They proposed a data mining method for
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clustering legitimate user transactions into user tasks for facilitating the discovery of inter-transaction data dependencies. Then they
illustrated their methodology for mining inter-transaction write sequences and dependencies. They claimed that simply applying the
sequential pattern mining algorithm across database transactions for profiling legitimate access patterns is not useful for facilitating
discovery of inter-transaction data dependencies and that it is critical to develop an algorithm that clusters user transactions into user
tasks. They define a user task as a group of transactions that are semantically related to perform a user task. For clustering user trans-
actions into user tasks they first clustered the database log by user ID i.e. all transactions submitted by the same user are clustered
into one group inside which the relative execution order of transactions is kept. Then the transactions submitted by the same user are
clustered again so that transactions belonging to the same user task are grouped into a cluster. This is done using data mining method
based on the observation that normally the time gap between two adjacent transactions inside a user task is significantly smaller than
that between two adjacent user tasks.

Then they illustrated the methodology for mining inter-transaction write sequences and inter-transaction write dependencies.
First, the transactions in each user task need to be preprocessed. This is because the transactions in the database log not only contain
write operations but may also have read operations and the methodology proposed only considers inter-transaction data dependen-
cies based on the updating operations. Also information about aborted transactions should be filtered. Any transactions submitted
by system administrators are also removed since the system maintenance activities are not considered as a part of “normal” system
operations. After this data preprocessing phase, a filtered user task only contains write operations of each transaction in the task. The
algorithm for generating inter-transaction write dependencies and inter-transaction write sequences have been presented in Hu et al.
(2010). Since inter-transaction write dependencies specify data dependencies across user transactions regardless of data updating
sequence, discovering this kind of data correlation is intrinsically similar to the procedure of association rule mining. Although in
this case, we try to find association rules across different transactions, the clustered user tasks are considered as atomic units that are
analyzed for association rule discovery. The inter-transaction write sequences illustrate data update sequences. Therefore mining this
category of data relationships is similar to the sequential pattern mining process. The experiments confirm the advantage of mining
inter-transaction data dependencies for detecting malicious database transactions.

1.2.2 Access patterns of users
Some database IDSs profile patterns of normal user behavior and use these patterns for identifying intrusive behavior, so that

the transactions not compliant with the patterns are identified as malicious.
DEMIDS: A misuse detection system for database systems

Chung et al. (2000) proposed DEMIDS (DEtection of Mlsuse in Database Systems) for relational database systems. This
misuse detection system uses audit logs to build profiles, which describe the typical behavior of users working with the database sys-
tems by specifying the typical values of features audited in audit logs. These profiles can be used to detect both intrusion and insider
abuse, but in particular DEMIDS detects malicious behavior by legitimate users who abuse their privileges. By a database scheme
and associated applications, some working scopes comprising certain sets of attributes, which are often referenced together with some
values, will be formed by the access patterns of users. The idea of working scopes has been captured well by the concept of frequent
item-sets, which are sets of features with certain values. DEMIDS defines a notion of distance measure, which measures the closeness
of a set of attributes with respect to the working scopes, by integrity constraints (the data structure and semantics, which are encoded
in the data dictionary) and the user behavior reflected in the audit logs. Distance measures are used for finding the frequent item-sets
in the audit logs, which describe the working scopes of users by a novel data mining approach. Then misuse can be detected by com-
paring the derived profiles against the security policies specified or against new information (audit data) gathered about the users.

1.2.3 Real-time database intrusion detection system via time signatures

Lee et al. (2000) proposed an intrusion detection system for real-time database systems via time signatures. Transactions
often have time constraints in real time database systems (like in Stock Market applications). They exploit the real-time properties
of data in intrusion detection. Their approach monitors the behavior at the level of sensor transactions, which are responsible for
updating the values of real-time data. Sensor transactions have predefined semantics such as write-only operations and well defined
data access patterns where as user transactions have wide varieties of characteristics.

Real time database systems deal with temporal data objects, which should be updated periodically and their values change
over time. Therefore a sensor transaction is generated in every period. They Supposed that every sensor transaction consumes time
e to complete the processing, where 0 < e <P, P is the time period to update the temporal data and there is only one transaction in a
period P. By applying this signature, if a transaction attempts to update a temporal data, which is already being updated in that period,
an alarm will be raised.
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1.2.4 Mining Malicious data corruption with hidden markov models

The approach proposed by Barbara et al. (2002) for database intrusion detection uses Hidden Markov Model (HMM) and
time series to find malicious corruption of data. They used HMM to build database behavioral models, which capture the changing
behavior over time and recognized malicious patterns with using them.

1.2.5 Intrusion detection in RBAC-administered databases

Bertino et al. (2002) proposed an intrusion detection system for database systems, which is conceptually very similar to
DEMIDS. One important fact that they considered is that databases typically have very large number of users and therefore keeping
a profile for each single user is not practical. Hence their approach is based on the well-known role-based access control (RBAC)
model. It builds a profile for each role and checks the behavior of each role with respect to that profile. Under an RBAC system, per-
missions are associated with roles rather than with single users. With using roles, the number of profiles to build and maintain is much
smaller than when considering individual users. Therefore their approach is usable even for databases with large user population.

“Other important advantages of RBAC are that it has been standardized (see the NIST model (Sandhu et a/., 2000)) and has
been adopted in various commercial DBMS products as well in security enterprise solutions (Karjoth et al., 2003). This implies that
an ID solution, based on RBAC, could be deployed very easily in practice” (Bertino et al., 2005).

Moreover, the approach used by DEMIDS for building user profiles assumes domain knowledge about the data structures
and semantics encoded in a given database schema, which can adversely affect the general applicability of their methods, but Bertino
et al. (2005) built profiles using syntactic information from the SQL queries, which makes their approach more generic than others’
ones. They used Naive Bayes Classifier to predict the role which the observed SQL command most likely belongs to, and compared
it with the actual role. If the roles differ from each other, the SQL statement is considered illegal.

1.2.6 Detectinganomalous database access patternsin relational databases

The approach proposed by Kamra et al. (2008) is based on mining SQL queries, which are stored in database audit log files.
They have developed three models, of different granularity, to represent the SQL queries appearing in the database log files. So their ap-
proach can extract useful information from the log files regarding the access patterns of the queries. They have considered two different
scenarios. In the first case, they have assumed that the database has a Role Based Access Control (RBAC) model in place. This case is
similar to the approach proposed by Bertino ez al. (2005). Under an RBAC model, authorizations are specified with respect to roles and not
with respect to single users and privileges are assigned to roles. This case is transformed into a supervised learning problem, because role
information does exist. They have used Naive Bayes Classifier (NBC) for intrusion detection task in this case. Their proposed system can
detect role intruders, who are individuals while holding a specific role, behave differently than expected.

In the second scenario, they have assumed there are no roles associated with users. The specific methodology that is used for the
ID task in this case is as follows: “the training data is partitioned into clusters using standard clustering techniques. In this setting,
the clusters obtained after the clustering process represent the profiles. A mapping is maintained for every database user to its
representative cluster. The representative cluster for a user is the cluster that contains the maximum number of training records for
that user after the clustering phase. For every new query under observation, its representative cluster is determined by examining the
user-cluster mapping. Note the assumption that every query is associated with a database user. For the detection phase, two different
approaches are outlined. In the first approach, the naive bayes classifier is applied in a manner similar to the supervised case, to
determine whether the user associated with the query belongs to its representative cluster or not. In the second approach, a statistical
test is used to identify if the query is an outlier in its representative cluster. If the result of the statistical test is positive, the query is
marked as an anomaly and an alarm is raised” (Kamra & Bertino, 2009).

1.2.7 Anomaly detection against SQL injection attacks (Non-signature based approaches)

SQL Injection is an attack exploiting applications that construct SQL statements from user-supplied input. In this class of
SQL attack, un-sanitized user input is able to change the structure of an SQL query such that when it is executed it has an unintended
effect on the database. Several threat scenarios may arise because of the altered SQL queries. Injecting SQL queries may allow an
attacker to get unauthorized access to the database. Moreover, the modified SQL queries are executed with the privileges of the ap-
plication program. Therefore an attacker may abuse the privileges of the program in a manner unintended by the application program
designers. In following we discuss an approach which is against SQL injection attacks.

1.2.8 A CBRIntrusion Detector for SQL Injection Attacks:

Nowadays SQL Injection attack is one of the most serious security threats around databases. Pinzén ef al. (2010) considered
that previous solutions for SQL injection attacks seem insufficient to block this type of attack because they lack the learning and
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adaptation capabilities for dealing with attacks and their possible variations in the future. In addition, they considered that the vast
majority of solutions are based on centralized mechanisms with little capacity to work in distributed and dynamic environments (Fig.
4).

Fig.4.CBR cycle and classification mechanism of the CBRid4SQL

agent (Pinzén et al., 2010)
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So they used the intelligent agent CBRid4SQL (a CBR Intrusion Detector), which incorporates a Case-Based Reasoning
mechanism, which provides it with a greater level of adaptation and learning capability for the classification of malicious codes. CBR
is a paradigm which is based on the idea that similar problems have similar solutions. Thus, a new problem is resolved by consulting
the case memory to find a similar case which has been resolved in the past. In terms of CBR, the case is composed of elements of the
SQL Query. Some of the fields that define a case are as follows: User, Length SQL_String, Start Time Execution and End Time
Execution.

Also an integrated mixture through an Artificial Neural Network (ANN) and a Support Vector Machine (SVM) are used as a
mechanism of classification in the CBRid4SQL agent’s internal structure. So it is possible to exploit the advantages of both predictive
strategies in order to classify the SQL queries in a more reliable way.

As you can see in Fig. 4, the reasoning cycle has four different stages. In the first stage, the retrieval stage, there is a selection
of queries sorted by type and by the memory’s classification models. In the second stage, the reuse stage, a Multilayer Perceptron
(MLP) and an SVM are applied simultaneously to carry out the prediction of the new query. In the third stage, revise stage, in the
case of the query resulting as suspicious, more inspection will be carried out by a human expert. At this stage a visualization neural
technique is incorporated, which notably eases the revision stage carried out by human experts in the case of suspicious queries. At
the last stage, retain stage, memory information regarding the cases and models will be updated.

1.2.9 Database intrusion detection in web databases

Web applications have become very popular nowadays. On the other hand developers of web-based applications often have
little or no security skills. As a result, there are many security holes in web applications and existing prevention systems are often
insufficient to protect them. Therefore, prevention mechanisms and signature-based detection systems should be complemented by
anomaly detection systems, which learn the normal usage profiles associated with web-based applications and identify attacks as
anomalous deviations from the established profiles. In following we discuss a learning based approach for the detection of attacks
against back-end databases used by web-based applications (Table 1).

1.2.10 Alearning-based approach to the detection of SQL attacks

The approach presented by Valeur ef al. (2005) detects SQL attacks that exploit vulnerabilities in Web-based applications
to compromise a backend database. Their anomaly-based system uses multiple statistical models to build the profiles of benign
access to the database. As with most learning-based anomaly detection techniques, during training phase the profiles are learned
automatically by analyzing a number of sample database accesses. Then, during the detection phase, the system is able to
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identify anomalous queries that might be associated with an SQL attack.

Their proposed IDS taps into the communication channel between web-based applications and the database server. SQL
queries performed by the applications are intercepted and sent to the IDS for analysis. The IDS parses each input SQL statements
and returns a sequence of tokens. Flag of each token shows whether the token is a constant or not. Constants are the only elements
that should contain a user supplied input (which may be malicious). Each constant has a data type attached to it. For each data type,
a different statistical model is used. For instance for sting data type, the following models can be used: String length, String Charac-
ter Distribution, String Prefix and Suffix Matcher, String Structure Inference and so on. A feature vector is created by extracting all
tokens marked as constants. A profile is a collection of models, which the features are fed to in order to train the set of models or to
generate an anomaly score.

The training phase has two steps. In the first step of the training phase, the data fed to the models is used for building the
profiles associated with the models’ parameters. The data processed in the training phase is normal. So during this step the models
learn what benign queries look like. In the second step of the training phase, instead of updating the model parameters, an anomaly
score is calculated based on how well the processed features fit the trained models. For each model, the maximum anomaly score
observed during this step is stored and used to set an anomaly threshold. In detection phase, anomaly scores are calculated for each
query. If an anomaly score exceeds the maximum anomaly score observes during training by a certain tunable percentage, the query
is considered anomalous.

2. Conclusion

Despite the vast amount of work on network intrusion detection, there is a little work on database intrusion detection. Da-
tabase Intrusion detection approaches can be categorized to signature based and non-signature based approaches. In this paper we
focused on non-signature based approaches, which are anomaly based database IDSs. The techniques of the approaches are mining
data dependencies, weighted data dependency rule miner, access patterns of users and learning SQL commands.
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